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1. Introduction

“This new community is in its infancy. Unlike the Internet, which has a
sophisticated governance ecosystem, the whole world of blockchain and
digital currencies is the Wild West.” - Don Tapscott'

Blockchain is an emerging technology that has gained popularity and
increasing traction over the past ten years. If you've heard of blockchain,
chances are it has been in connection with Bitcoin and other digital currencies,
but increasingly it appears that this nascent technology has much greater
potential for a wide range of data storage and computing applications, many of
which will have notable impacts in the field of records and information
management.

Blockchain emerged in 2009 as the technology supporting Bitcoin, the first
digital currency. Because blockchain and Bitcoin were developed
concurrently they were often thought of as the same thing, but as
blockchain has evolved it has shown promise in many other areas aside
from digital currency. Today it is more accurate to think of blockchain as a
technology which enables certain types of applications, including digital
currencies like Bitcoin.

At its most basic, blockchain can be thought of as a ledger or a
spreadsheet, much like a MicroSoft Excel spreadsheet. The main difference
is that while an Excel spreadsheet resides on a hard drive (personal, shared or
cloud based), a blockchain is stored in multiple identical copies located
throughout the internet (or any other network). These copies are maintained
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45-2 Records and Information Management

and updated through a complex process that keeps the ledger secure and
very difficult to delete or alter, without relying on any single original or master
copy. Because there is no master copy, all copies of the ledger are equal,
meaning that a blockchain has no single owner or authority in charge of
maintaining it, and all participants using a blockchain can view and update it
without relying on a central owner. As a result, all participants using a
blockchain can be assured that the data is transparent to all participants,
cannot be hacked or altered once entered, and remains entirely trustworthy
and accurate. This revolutionary level of trust is entirely peer to peer, and
while it doesn’t come without its disadvantages, it means that blockchain
enables a large number of applications that require its level of transparency
and trust.

The first thing to understand about blockchain is that it is a data
architecture rather than an application. Blockchain on its own doesn’t do
anything, it's simply an underlying technology on which different applications
can be built. Like any technology, blockchain is best suited to uses with
certain requirements and characteristics, while being less appropriate for other
types of situations. Blockchain is designed to store data in a way which is both
distributed and encrypted.

The way in which it does this results in important advantages regarding
the data’s security, trustworthiness and integrity, especially for transactions or
interactions where multiple individuals or organizations are involved and
where the different parties need to establish a high degree of trust with each
other in the absence of a trusted central authority. For example, Bitcoin
enables secure and trustworthy financial exchanges between parties without
reliance on a bank or other financial institution. This is often most important in
international transactions where banks in some countries may not be
completely reliable. Blockchain essentially fills the role of the bank, but by
using technology across a distributed, decentralized network instead of a
central authority to act as a clearing house or broker for the transactions.
Eliminating this central authority may not always be the best choice, but in
many cases it can provide benefits for user control, security, and costs of
maintaining data and conducting transactions.

There are many types of transactions and data exchanges that rely on a
central authority. The examples are nearly endless, and include commerce
sites like eBay or Amazon, sites that store profiles or personal information like
FaceBook or Instagram, sites that collect personal information like Google,
sites for online banking, online storage services, email and messaging
services, entertainment sites like Nefflix or Hulu, personal services like phone
or television, sharing services like Uber or AirBnB, government services like
your taxes, health cards, and driver’s license, subscriptions to news sites, and
so on. All of these sites store information about their users and conduct
transactions using central databases and servers that they control. Each one
of them is separately vuinerable to hacking or other abuses that can lead to
identity theft, fraudulent charges, loss of privacy, and so on. The
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decentralized nature of blockchain makes it possible to put secure control of
user data back into the hands of the users, eliminate the risks that come with
centralizing data in a single point of failure or vulnerability, and enable users to
trust third parties that might otherwise be questionable.

Additionally, the encryption and cryptography features of blockchain make
it extremely difficult for a third party to interfere with or falsify transactions.
Blockchain aims to eliminate points of vulnerability and failure which could be
exploited by hackers or otherwise result in data loss or corruption. Central
authorities like banks or other organizations that maintain extensive account
data (like PayPal, eBay, Google, Facebook, Insfagram, etc.) are often
attractive targets for hackers. With blockchain, there is no central target to
hack, and the data distributed within the blockchain is extremely resistant to
theft, alteration or falsification.

The second thing to understand about blockchain is that for the most part
it is largely immature, but it is evolving extremely rapidly. Digital currency, the
first blockchain application, took years before it began to see widespread use
and adoption, and in many ways, it is still finding its place. In contrast, other
btockchain applications, including the ones with more relevance to
recordkeeping concerns, are much newer and still very much in the
development or trial stages. While the original version of blockchain was
designed to be a spreadsheet or ledger to record transactions, blockchain is
now evolving to support many other types of data which are more varied and
complex. More than a distributed spreadsheet, blockchains can be full-
fledged databases, transaction servers, document repositories or even
computing platforms running their own code on the network.

There are hundreds of newly created startup companies working on
advancing and standardizing blockchain technology, and equally hundreds of
organizations around the world using blockchain to trial new blockchain
applications. Some of these applications are: smart contracts, asset
management, logistics and supply chain management, healthcare records
management, identity management, smart appliances, and many more. For
any of these applications, there may currently be many different approaches
and enhancements to core blockchain technology, and it is unclear whether
they will converge around a single standard.

For recordkeeping and records managers, blockchain will become
increasingly of concern over the coming years. As with other distributed
network applications like cloud computing and storage, questions of control,
monitoring, management, and ownership of records and records systems are
key issues with which records managers will have to contend as blockchain
becomes more widespread. The purpose of this chapter is to educate the
records management practitioner on technical aspects of blockchain and how
it functions, the emerging business and regulatory environment surrounding it,
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and current and future applications and use cases, and to highlight the key
records management implications.

2. What is Blockchain?

This section will present a technical overview of blockchain, which is
necessary to understand the advantages, disadvantages, risks and
shortcomings of current and developing blockchain applications with
recordkeeping implications. This includes a discussion of what blockchain
is, how it works, some history of how it has evolved and is continuing to
evolve, and a summary of the key advantages and disadvantages of the
technology.

2.1 Blockchain Fundamentals

Blockchain is, as the name implies, a chain made from connected blocks
of data. A “block” is a single data file in a defined format. The first part of each
block consists of a “header”, which contains specific metadata, as described in
Section 2.1.2. In addition to the header, each block contains a number of
encrypted data entries, potentially from multiple sources. In cryptocurrencies
such as Bitcoin, for example, each block contains several thousand
transactions which can come from anywhere on the network. A Bitcoin
block is like a distributed and encrypted spreadsheet or ledger, to which any
user can add a new line. Once the block becomes “full’, it is validated by the
network and added to what is called the “blockchain.”

The blockchain itself is a sequential series of blocks, each of which
contains a reference to the previous block in the chain. There is no limit to the
number of blocks in a chain, and it continues to grow as new entries and
blocks accumulate. Once a block is added, it can never be deleted from the
chain. Using the Bitcoin example, all transactions since Bitcoin began in 2009
are contained in the same blockchain. As of June 2018, the Bitcoin blockchain
consisted of approximately 175,000 blocks of 1 megabyte each, meaning the
total size of the chain is about 175 gigabytes (Stafista: The Statistics. Portal
2018). Each 1 megabyte block contains several thousand individual Bitcoin
transactions.

Bitcoin and other cryptocurrencies using this “distributed ledger” format
are the most common type of blockchain in use today. However, any type of
data can theoretically be stored in a blockchain, leading to many possible new
applications and uses for the technology. For example, rather than storing
transactions, a block might contain other kinds of database entries (such as
serial numbers, etc.), parts of individual documents or media files (like images
or video), links to other files, or even executable code.

Whatever the contents of the blocks, the easiest way to think of a
blockchain is as a type of electronic document. This document has two
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specific characteristics that distinguish it from other types of electronic
documents: it is distributed and it is encrypted. (Blockgeeks 2016)

2.1.1. Two Key Concepts

Distribution and Duplication

A blockchain is hosted on many computers/servers simultaneously.
There is no central, “home™ location for the file. Instead, many identical
copies exist which can reside anywhere on the internet. These copies are
continually updated and reconciled with each other whenever changes are
made, through a process discussed in Section 2.1.3.

Figure 1 below illustrates the difference between the three major types of
network architectures. In a centralized scenario (A), each remote node is
connected to a central location. This is the traditional mode! for most online
services. It is sometimes referred to as a “client-server” architecture. In
contrast, a distributed network (C) has no central location. Data is distributed
or duplicated across multiple nodes in the network, and no single node is more
important than any other. This architecture is sometimes referred to as a
“peer-to-peer” model. The third model, a decentralized network (B), is a blend
of the other two types and is often used for the same types of applications as a
centralized network, but with certain advantages to speed and robustness.

Blockchain uses a distributed network structure (C), with the blockchain
data duplicated at each node. Note that for some future applications, it has
been proposed to use a more decentralized model in order to solve some of
the problems created in a purely distributed network scenario. These problems
are discussed in Section 2.2.

The distributed structure has several key advantages, the main one being
that there is no single location of the blockchain database, meaning that it is
not vulnerable to loss, corruption, hacking, and so on. If one copy (or even
multiple copies) of the blockchain file is hacked or corrupted, it will be
considered invalid and can be repaired or discarded. In a centralized
architecture, there is a single master database which can only be protected
through incremental backups. If the master database becomes compromised
or corrupted, it must be restored from a backup, potentially with a data loss of
the most recent transactions since the previous backup. There is also the
danger of a virus or other hacker attack propagating to the backup servers.

The second advantage of a distributed structure is that there is no central
controlling entity that owns or manages the file. Contrast this with more
traditional cloud services, where data and applications are hosted by a single
organization or entity. Blockchain documents, because they have no central
location, have no single owner. They exist anywhere and everywhere. The
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main effect of this is that blockchain documents can be entirely trusted by all
parties accessing them.

There are also disadvantages to blockchain’s distributed structure, the
main one being that because of the high degree of data duplication, it can
become inefficient when implemented on a large scale in comparison to a
centralized, single database.
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Figure 1: Types of Network Architectures (Eagar 2017)

Encryption and Cryptography

The second key characteristic of a blockchain document is its use of
encryption and cryptography. Those familiar with Bitcoin may be under the
impression that blockchain is not private, since all Bitcoin transactions are
visible to anyone. This transparency aspect of blockchain provides some
large advantages regarding the trustworthiness of blockchain data and is
discussed in Section 2.1.1. Blockchain is designed in such a way to provide
this transparency without compromising privacy, and there are different levels
of transparency depending on how blockchain is implemented. There are two
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types of blockchain networks which are distinguished according to the level of
transparency and accessibility its users have. These two are permissionless
and permissioned blockchains (Dob 2018).

Permissionless: In a permissionless blockchain, anyone can view or submit data.
Additionally, anyone is free to host a copy of the blockchain on their own server and
participate in the process for adding new blocks to the chain (as discussed in Section
2.1.3). For this reason, permissiontess blockchains are also referred to as public
blockchains.

Permissioned: In contrast, a permissioned blockchain is a closed system. Users must
be authorized by the operator of the blockchain before they can join the network, see the
data, or issue their own additions. These are also referred to as private blockchains.
Sometimes a permissioned blockchain is operated by more than one organization, in
which case it is referred to as either a consortium blockchain or a semi-permissioned
blockchain. Somewhat counter-intuitively, permissicned blockchains are less secure
and more vuinerable than permissionless ones, primarily because they tend to be
smaller and control is more centralized.

So, if anyone can view the data and participate in a permissionless
blockchain, how can it still be private and secure? The answer lies in the user
anonymity of each data entry in the blocks. In Bitcoin, for example, viewing
the transactions in the chain will reveal the time and the amount of the
transaction only. Information on who issued the transaction or who received
the funds is highly encrypted and private, as is the ability to actually initiate the
fransfer. User identities in blockchain are secure and can be entirely
anonymous. This anonymity and security are effected through a paired
technique of public key and private key encryption.

Public Key Encryption: Public and private keys are created and used in pairs. Starting
with a large random number, two cryptographic keys are generated. One of these is
used as a private key, the other as a public key. Itis a practical impossibility to decrypt a
private key from a public one.

The public key is used to generate a unique identifier (through a process called
“*hashing”, discussed in more detail in Section 2.1.2) which can be freely shared with
other users or otherwise posted publicly. A public key in blockchain can be compared to
an email address or an account number. Unlike most identifiers, however, this en-
crypted key cannot be associated with any private information.

For example, if Party A wishes to receive data (such as Bitcoin funds) from Party B,
Party A can freely post or send their public identifier to Party B. Party B will use this
identifier as the recipient address when posting a transaction. Anyone can see this
public key, but there is no way to associate it with Party A’s ideritity. Party A remains
completely anonymous.

Private Key Encryption: A private key is paired with a public key. As the name
implies, the private key is kept completely private by the user. The user’s private key is
used to generate a digital signature unique to each transaction. As with public keys, itis
not practically possible to decrypt a user’s private key using this digital signature, and
only the owner of the private key can generate a valid signature.

The signature is used to authenticate a blockchain transaction, but the private key itself
is never shared. However, the signature can be mathematically verified to show that the
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private key is valid and is associated with its public key. This means that the transaction
can be independently verified without ever revealing the private key to anyone, and
blockchain transactions can be conducted with complete anonymity.

For example, if Party A wishes to send data (such as Bitcoin funds) to another user,
Party A provides their public identifier (generated using their public key) along with their
digital signature. Anyone on the blockchain can view the public identifier and digital
signature to independently verify that the transaction is valid, and that Party A does in
fact have the authority to effect the transfer. This can be done without the identity of
Party A ever being revealed. A simplified version of this process is illustrated below in
Figure 2.

Alice
I Ty .
| Public Key A Copy of Alice's Public Key I
I
! = 1
! Signature E}'
] Private Key
: Transaction 11 Transaction I
{ sender_address: Alice’'s Address, L { sender_address: Alice’s Adaress,
| recipient_address: Bob's Address, ’ recipient_address: Hob's Address, |
I value: 100} 11 value: 100 } |
Vi i e i ot BN i o, e i
Alce generate a transaction and signs it Alice sends lo the blockchain network the Any node on the blockchaln network can
wath her private key transaction, the signature and a copy of her authenticale Alice's transaction using the
public key Uansaction, the signature and Alice's pubbc key

Authentication Process for Transactions on the Blockchain

Figure 2: Simplified Blockchain Transaction (Moujahi 2018)

2.1.2. Blockchain Anatomy

The preceding section provides an overview of blockchain and in
particular, how it uses a distributed architecture and encryption techniques
to provide some of its most important and unique characteristics. In this
section the structure of the blockchain will be examined, from the individual
blocks themselves to the blockchain as a whole.

The Hash

At the heart of every block in a blockchain are two unique codes called
“hashes.” One of these hashes identifies the current block and the other
identifies the previous block in the chain. A blockchain hash is a unique 256-
bit code, generated using an algorithm which takes a string of data of any size
and returns a fixed length value. The original data can be any size and the
result will always be 64 digits. For example:
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SOURCE DATA HASH

1| Hello 16578dh322 11 R20E551AAMC936b2E2642
066c3030dan18002d1 264826381969

2| 1am the watrus #llelfdbatit 32720110542 6cen fOUCaZ

TEA449162123288IDBLYYIST Ialih

3| 3.14159265359 @326509273667502563d7¢d9462503 3037
ab3talasulnlacisssdactfcd6za

4| Once more unto the breach, dear friends, once more; 539b¢17aaras 7820 7cE2e 754401410758
139c1492989d6 7090208 8454521D

Or close the wall up with our English dead.

In peace there's nothing so becomes a man

As modest stillness and humility:

But when the blast of war blows in our ears,

Then imitate the action of the tiger.

S| e3cIceI2TI0TO2563d1cdIEB20033037ub3Lu3u2B15Ta0 06 13t YIc4302as iub eEbA0d2I10%UCLeiYucabud3bIS9éDiab
c372a£e65702£7c620752340141b7657692049d984d67CD02¢8c £845d527D 9514340£1003¢cbd5295732de7e025

Figure 3: Hash Examples Using the SHA256 Algorithm

The hashes in the table above were created using an algorithm called
SHA-256° (Secure Hashing Algorithm 256), which happens to be the
algorithm used by Bitcoin. Note that no matter how long or short the
original data, the resulting hash is always the same length. Also, note the last
example above is simply the hash of the previous two hashes. The technique
of generating one hash from other hashes is important in blockchain,
specifically regarding the generation of Merkle trees (discussed in the next
section).

Hashes have the following important characteristics that make them
suitable for blockchain:

Fixed: No matter the length of the input, the resulting hash will always be the same
length. Whether the input is a single word, paragraph or even an entire book, its hash will
always be 64 characters.

Deterministic: Applying the algorithm to any given block of data will always produce the
same hash. If the same data produced different hashes it would be impossible to track
the source to which the data refers.

Unique: Applying the algorithm to any given block of data will produce a hash which is
unique to that data. Even tiny alterations to the source data will produce a different
hash. The probability of two different data sources producing the same hash are van-
ishingly small.

Fast: The algorithm produces a result very quickly. If computation of the hash was slow
or intensive, it would make the entire system inefficient and unworkable.

Note that it is not possible to recreate the original data using only the hash.
Hashes are unique identifiers, not an encryption or compression method.
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However, it is entirely possible to generate a hash identifier for data which has
already been encrypted.

Merkle Trees and the Merkle Root

Blockchain uses a special cryptographic technique called “Merkle trees” to
generate the hash code for a block. Merkle trees combine two hashes
together to create a third hash. For an example, see in Figure 3 above how
the hashes of lines 3 and 4 are combined to create the hash of line 5. These
combined hashes can also be combined themselves, so theoretically any
number of hashes can be reduced to one. Blockchain uses this technique by
first creating a hash for every entry within the block. Each of these hashes is
paired and a new hash is created from the pair. The process is repeated until
there is a single hash for the block (See Figure 4). If there are an odd number
of entries in the block, the last entry is duplicated for the purposes of
generating its hash. Once all the hashes of the individual entries have been
reduced to one, the resulting final hash is called a “Merkle root” and is used as
the unique identifier for the entire block and as the previous block header for
the next block in the chain. (Cossett 2017)

eaadld4

a3d71b5 0787912

[

T [ 1

atxt b.txt c.txt d.txt

Figure 4: Merkle Tree Example (Byzantine Studio 2018)
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Because each entry in the block is used to generate a hash code, and
those codes are used in turn to create new hashes, the final Merkle root
becomes a unique code representing the entire block. If the order of the
entries is altered, or if even a single character in just one of the entries is
changed, it will alter all other hashes above it in the Merkle tree, including the
final Merkle root. It is because of this technique that blocks are completely
unalterable once the Merkle root has been calculated, and why users can trust
the data in the block will aiways be the same as when it was first entered. Any
change in the block’s Merkle root will break the chain. The only way around
this is to then recalculate and change every single subsequent Merkle root in
the blockchain, and have the network replace the original blockchain with the
altered one. To date, no hacker has been able to do this because of the
duplication and redundancy in blockchain, and because other safeguards are
built into blockchain to keep such a hack from happening.

The Block

A blockchain block consists of two parts: a header and a body. The
header is always exactly 80 bytes long and consists of the following parts:

Version (4 bytes): This is the version of blockchain used to create the block. As
blockchain evolves and new versions are released, it will be important to know which
version of blockchain created which blocks, otherwise they might become invalid.

Previous Block Hash (32 bytes): This identifies the previous block in the chain.

Current Block Hash (32 bytes): Also called the Merkle Root hash, this refers to the
data contained in the block. Any change, however small, to any of the data in the block
will change this value. Note: the next block in the chain will use this value as its previous
block hash.

Time (4 bytes), nBits (4 bytes) and Nonce (4 bytes): These values are used by the
nodes in the network to verify the authenticity of the block using a process called
“mining”. This process is explained in more detail in Section 2.1.3.

The body of a block consists of the transactions or entries being recorded.
In Bitcoin, for example, each currency transaction is a single entry. When the
block itself contains approximately one megabyte (MB) of data, it is closed off
and a new block is started. This 1 MB limit is used for the Bitcoin blockchain,
but other applications may use different size limits.

The Chain

Once a block is created, it can be added to the chain. Remember that the
block header includes the hash of the previous block in the chain, so once the
block is added, it will always be linked to the previous block, as illustrated in
Figure 5. The order of the blocks in the chain can never be altered.
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Furthermore, when a new block is added, it will also use the previous block’s
header in its header, so the sequence of the entire chain cannot be altered.

Block | Block 2 Block 3
Header Header Header
‘\- \
Hash Of Previous Hash Of Previous Hash Of Previous
""" Block Header Block Header Block Header
Merkle Root Merkle Root Merkle Root
A A A
1 1 1
Block 1 Block 2 Block 3
Transactions Transuctions Transsclions
Simplificd Bitcoin Block Chain

Figure 5: Simplified Blockchain Structure

Therefore, changing data in any single block will change not only its own
identifier, but the identifiers of every subsequent block in the chain. In effect,
changing any data breaks the chain. As a result, any changes to the
blockchain will be immediately detected and discarded. The only way to make
a change to the blockchain once it has been set would be to recalculate the
hashes of every subsequent block from the one being changed and taking
control of over 50% of the computers involved in validating those calculations.
As a practical matter, doing this is impossible, particularly on a large, open
network like the internet. It is more feasible that such a hack could occuron a
small, private network (such as a permissioned or consortium blockchain, as
discussed in Section 2.1.1.). This risk of hacking is the primary disadvantage
of private, permissioned blockchains.

Occasionally there may be a special situation that arises where instead of
a single linear chain, the blockchain “forks” into two paths (Castor 2017). This
can happen unintentionally if two blocks are added at the same time, or nearly
at the same time. [f this happens, subsequent blocks will be added to only one
of the blocks, leaving the other one “orphaned” and abandoned.

The other case is when the rules governing blockchain itself are upgraded
or changed, and it takes some time before all nodes on the network switch to
using the new rules. Remember that part of the header for each block
contains the version of blockchain being used, so when these rule changes
occur they can be managed by the network.
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In either case, blockchain forks are expected occurrences, and
mechanisms exist to manage them when they do. Forks do not cause loss
or corruption of data in the chain, and the integrity of the chain is maintained.

Nodes and Users

A blockchain “node” is simply one of the distributed servers on which the
blockchain is stored and which participates in the validation process as new
blocks are added (the addition of new blocks is known as “mining” and is
discussed in Section 2.1.3). A blockchain node must maintain a complete and
up to date copy of the entire blockchain. If a node goes offline, it will need to
update to the most current version of the blockchain when it comes back
online before becoming functional again.

Note that a blockchain user does not need to be a node to conduct a
transaction and does not need to maintain a full copy of the blockchain on their
device. A user only needs a public and private key to use blockchain, along
with the ability to connect to the network where the nodes reside.

2.1.3. How Blockchain Works

The challenge of a blockchain transaction (i.e. adding new data to the
chain) revolves around proving that a transaction is authentic, when there is
no central authority available to do the authentication and all parties are
effectively anonymous. In traditional transaction processing, a user must
prove his/her identity to a central authority (by providing a user name and
password which the central authority can associate to previously verified
personal information which it stores on its own servers). The transaction itself
is recorded on the central authority’s servers, over which only that central
authority has control. From the blockchain perspective, the disadvantages of
traditional transaction processing are that a) the user must give up control of
private information to the central authority, b) the user must trust the central
authority's record of any transaction made, and c) the central authority itself is
an attractive and vulnerable target for hackers.

In blockchain, there is no central authority and no user identity information
is stored. The user isn’t required to give personally identifiable information,
nor is hefshe required to trust an outside agency to record transactions
accurately. However, in the absence of a central authority, a mechanism is
still needed to verify the user’s identity and confirm that the transaction is
authorized and valid. Rather than rely on a central authority or intermediary,
blockchain uses technology and distributed publicly available computing
resources to achieve the same goal.

The process for adding blocks to the chain is known as “mining”. Mining is

essentially a competition between all nodes to construct a new block and
prove it is valid by solving a computational problem. The first node to solve
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this problem submits the solution to other nodes, which then check the
solution. If more than 50% of nodes agree the solution is correct, the new
block is accepted and all nodes add it to the blockchain. Work then
commences on the next block.

The Block Header

The metadata of the block header contains three crucial pieces of
information that enable mining to occur. These are the timestamp, the nbits,
and the nonce. In addition, the hash identifier of the complete block header
(the block hash) is also used.

Block Hash: The process of hashing was discussed in Section 2.1.2. When a node
starts building a new block, it draws from a pool of new data entries that have not yet
been added to the blockchain, up to the maximum size of the block. In Bitcoin, this size
is 1 MB, but other applications may allow different sizes. Once the entries have been
collected, the header for the new block is constructed (version + previous block hash +
Merkle root hash + timestamp + nBits + nonce). A hash of the entire header is
created, called a block hash. This hash will be used in the mining process described in
the section below (“Mining and Proof of Work”).

Timestamp: This is the time at which the new block was created. To be valid, a
timestamp must be greater than the median of the previous eleven blocks, and less than
the “network adjusted time” plus 2 hours. Network adjusted time is the median of all
timestamps reported by other nodes. Note that the way timestamps are calculated
means they are only accurate to within an hour or two, but this doesn't affect the
accuracy of the mining process.

nBits: The nBits, or “net bits” show a value representing the difficulty level of solving the
computational problem involved in mining, as described in the the section below (“Mining
and Proof of Work”). The higher the difficuity, the more computational power required to
validate the new block. In general, as more nodes join the network and available
computing power increases, the difficulty also increases in order to keep the generation
of new blocks stable and steady. If available computing power decreases, then the
difficulty level is also decreased. The nBits are also referred to as the “target value”.
This target value is re-evaluated and adjusted after every 2,016 blocks are added to the
chain. Currently in Bitcoin this works out to approximately every two weeks. As the
target value decreases, the difficulty increases.

Nonce: The nonce is used in conjunction with the block hash and the nBits. As each
node searches for a solution to the mining problem, it tries new values for the nonce.
Changing the nonce results in a different block hash. Eventually a nonce will be found
which creates a block hash that meets the target set by the nBits. Once this value is
found, the block is considered solved and can be submitted to other nodes for validation.

Mining and Proof of Work

Figure 6 illustrates the mining process for Bitcoin, which is the generally
the same for other blockchain applications. The process of mining is a
competition between all nodes on the network to solve a mathematical
problem by calculating hash values until one is found that satisfies the target
value set by the network and specified in the block’s nBits.
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Figure 6: The Bitcoin Mining Process (Vaidya 2016)

Hash values are 64-byte hexadecimal (base 16) numbers, with each digit
represented by the numbers 0-9 plus the letters a-f. For example, the
hexadecimal number “c” would be expressed as the number 12 in the more
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familiar decimal (base 10) notation. The first line of Figure 3 is reproduced
below as a reminder:

SOURCE DATA

1 Hello

HASH

185f8db3227 1fe25f561a6fc938b2e264306ec304eda518007d1764826381969

Therefore, the hash is not a random string of characters, it is actually a
numeric value. In the mining process, the goal for each node is to produce a
hash which is less than the target value, as expressed by the nBits.

Recall that any change in the input string will produce an entirely different
64-byte hexadecimal hash value. Because of the way the hash algorithm
works, it is not possible to predict what this value will be in advance. One
simply changes the input string and views the resulting hash. We do know that
the hash will have a value between zero (which is expressed in hash format as
64 zeros) and a very large number expressed as 64 “f's (‘f" is the highest
value digit in hexadecimal notation, corresponding to the number 15 in
decimal).

Also recall that changing the nonce in the block header will produce a new
hash value somewhere within this range. And finally, recall that the target
difficulty defined by the nBits is also a hexadecimal value and that the lower
this value, the less likely it is that any new hash generated will be lower than
itself. If the target difficulty was 64 “f’s, any other hash would be lower, and if
the target difficulty was 64 zeros, no other hash with a lower value would be
possible. The actual difficulty is somewhere in between. in Bitcoin the current
target is a hash with 29-30 leading zeroes (because the more zeroes at the
beginning of the hash, the lower the value).

The mining process consists of changing the nonce value and comparing
the resulting hash value of the block with the target difficulty. Computationally
this is a simple calculation of comparing two numbers, but in practice this
calculation must be done many, many times before a workable nonce value is
found. Each node does this over and over again until a nonce is found that
generates a hash which is less than the target. Finding the nonce value which
satisfies the target is referred to as “Proof of Work” (PoW).

As a simple analogy, consider rolling a pair of dice. The value of each roll
will be between 2-12. If we arbitrarily decide that only values less than 11 are
acceptable, then this reduces the odds of an acceptable roll. The further we
reduce this target, the more rolls it will take to produce a lower value. Mining
works exactly the same way, but uses an iteration of different hash values.

November 2018 RIM




Blockchain and Recordkeeping 45-17

Network Concensus

Once proof of work has been established, the soiution is submitted to the
other nodes in the network. The other nodes test the proposed solution, and if
more than 50% of nodes accept it then the block is finalized and added to the
chain by all nodes. Checking the solution is a very fast process, since it only
requires generating one hash value using the nonce provided. If the solution
is confirmed, the node which originally produced the proof of work is given a
small awardfincentive. (In Bitcoin the award is bitcoin currency, but other
applications may give other types of currency, tokens or assets.) The chance
of winning this award provides the incentive for all the nodes to participate in
the mining process. The award can be thought of as a replacement for the
transaction fees that are charged in traditional (central authority) transactions.

Itis important to remember that the block hash is generated from the data
within the block, so not only must all nodes agree on the nonce value that
solves the block, but they must also all agree on the data contained in the
block itself. Remember that the block header contains the Merkle root which is
created from the data within the block, and even if two nodes use the same
nonce, they would not agree on the solution if any other data in the block were
different. Solving the mining problem therefore guarantees that every
transaction contained within the block is also valid, and each node
independently verifies that the block being added to the chain is identical to
what the other nodes are adding. Blockchain is therefore extraordinarily
robust and reliable, with no possibility of human error or intentional false data
being entered. Algorithms can't make mistakes, and hash values never lie.

The example here is specific to Bitcoin. Other blockchain applications use
different mining processes. For example, Ethereum (a blockchain application
mainly used for smart contracts, as discussed in Section 2.2.2) is adopting a
technique called “Proof of Stake” instead of “Proof of Work.” However, all
mining techniques provide ways to verify and validate transactions and blocks.

Theoretical Blockchain Vulnerabilities and Hacks

There are two ways that the mining process could theoretically be hacked,
both of which are extremely difficult and unlikely except under special
circumstances.

The 51% Rule: Blockchain requires 50% of nodes to agree on a mining solution before it
is accepted. Theoretically a hacker could enter false transactions into a block and
program a node to create a bogus hash value that solves the mining problem. However,
since the other nodes are independently calculating their own solutions, the bogus block
will be rejected.

Theoretically, if a hacker could contro! over 50% of the mining nodes, it would be
possible to force agreement between them even if the block data had been falsified. The
resources and effort required to do this, however, make this kind of attack virtually
impossible to carry out. Blockchain nodes for Bitcoin, for example, are spread across
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hundreds of thousands of computers operated by many companies and individuals
across the globe. Taking control of even a small percentage of these nodes is not a
feasible proposition. .

However, this scenario is more plausible in cases of private or consortium based
blockchains, which likely have fewer nodes andfor are controlled by a smaller number of
operators.

Double Spending: The second type of hack theorized for blockchain is called “double
spending” and, so far, it is specific to Bitcoin. Double spending occurs at the transaction
level when a hacker issues two transactions at nearly the same time. If a hacker
transfers Bitcoin to a recipient (in exchange for goods or other currency), it takes some
time before the transaction is confirmed and accepted. During that time, the hacker can
try to spend the same Bitcoin to a second recipient for other goods or currency (“double
spending”). As part of the transaction processing and mining process, this duplication
will be identified and one of the blocks will be discarded or abandoned. The hack will
only be successful if the recipients of the hacker's Bitcoin provide their own goods/
currency in exchange before the duplication is identified. (Khatwani 2018)

Double spending attacks are easily defeated by the user simply waiting for confirmation
of a transaction by the network before completing their own transaction in return. The
confirmation process in Bitcoin usually takes only a few minutes. Double spending was
a significant problem in attempts to develop anonymous currencies before Bitcoin, and
the transaction verification mechanism in blockchain is largely credited for solving this
issue. .

2.2. The History of Blockchain

We are currently entering the third generation of blockchain development.
The first generation (Bitcoin) has become quite stable and mature. The
second generation is still undergoing rapid development and expansion, and is
the focus of most of the media attention and investment dollars in the industry
today. The emerging third generation is still largely at the theoretical/prototype
stage but shows remarkable potential. As with technology cycles in general, it
will still be several years before second and third generation blockchain
applications solve technical and business issues, become more affordable,
and gain wider market acceptance.

Figure 7 below shows a simplified timeline of the development of
blockchain up to the present.

A brief history and description of each of these generations follows.
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Figure 7: A History of Blockchain

2.2.1. Blockchain 1.0: The First Wave (Bitcoin)

Blockchain had its beginning in October of 2008 with the publication of a
paper entitled Bitcoin: A Peer to Peer Electronic Cash System (Nakamoto
2009). Initially there was no thought of separating blockchain from Bitcoin.
They were seen as part of the same solution to provide a distributed,
transparent digital currency system.

The author of the paper, Satoshi Nakamoto, is somewhat of an enigma.
His or her true identity isn't known, and in fact Nakamoto may even be a
pseudonym for a group of individuals who co-authored the bitcoin paper,
developed the initial implementation, and created the first blockchain
database. Nakamoto claimed in online profiles to be a Japanese male born
in 1975, but this has met with some skepticism based on analysis of the
language and times of his forum posts, according to Wikipedia.*

Naturally Bitcoin/Blockchain was built on previous technologies, so some
will put the origins of blockchain in the 1990’s with companies like DigiCash
and E-Gold (both now out of business), but it wasn’t untii Nakamoto’s
innovations that a workable system for anonymous, trusted transactions was
possible.

The first implementation of bitcoin/blockchain was released in January
2009 as open source code and digital currency began to gather momentum.
By 2013, some developers started to realize that blockchain could do more
than provide a platform for Bitcoin, and gradually it came to be thought of as a
separate technology. Some began referring to it as a DLT (distributed ledger
technology) and started looking at other ways it could be used. This was the
beginning of a massive wave of research by financial institutions, academics,
entrepreneurs, and other organizations that continues today.
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2.2.2. Blockchain 2.0: The Tsunami (Etherlum and
Distributed Apps)

By 2013, Bitcoin was still the only public blockchain in existence. Around
that time, a Bitcoin developer named Vitalik Buterin began seeing the
possibilities of using blockchain for more than cash transactions. As Financial
Times reporter Sally Davies said in 2015, “Blockchain is to Bitcoin what the
Internet is to email. A big electronic system, on top of which you can build
applications. Currency is just one.” (Davies 2015) In 2015, Buterin founded a
new company called Ethereum (www.ethereum.org) and launched the second
public blockchain under the same name. (De Souza n.d.)

The biggest initial innovation of Ethereum, aside from decoupling
blockchain and bitcoin in the first place, was applying a distributed ledger
system to something other than cash. Buterin used blockchain for other
financial instruments such as bonds, loans, and contracts. The second key
innovation was the idea that blockchain could be used not just as a distributed
ledger containing static data. Blocks in the chain were no longer limited to
static transactions, but could also contain programming code in languages like
javascript or python. The natural evolution from this innovation was for
blockchain to be used not just for distributed databases but also for distributed
computing.

What emerged on Ethereum as a result of these innovations was
something called “smart contracts™ contracts stored on blockchain that
execute code when their criteria are met. This execution happens
automatically, without input or intervention from lawyers, bankers,
merchants, or other middlemen. For example, an Ethereum contract might
specify a periodic interest payment on a principal amount, every six months, or
automatically withdraw payments for taxes or rent. Such transactions would
automatically trigger at the set times. Another example might be a payment
schedule on a loan, where a penalty is automatically assessed if payment is
not received on time. Smart contracts can become quite sophisticated,
involving multiple parties and complicated exchanges, as long as every step of
the contract can be broken down into individual transactions and the
conditions under which they should be executed. Real estate deals might
be one example of such a contract, which involve not just a buyer and seller,
but may also involve legal clearances, payment of back taxes, zoning
applications, and many other complications. A smart contract can potentially
automate and simplify all of this without the need for experts, middlemen, or
other complications.

With the emergence of smart contracts and later applications, blockchain
has quickly outgrown its origin as a distributed transaction ledger/database.
Similar to how the original world wide web could originally only display static
text and images but eventually evolved to include a wide variety of web
applications, blockchain began to expand and transform. Some proponents of
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- blockchain technology go so far as to claim that blockchain is the basis for the
next generation in the evolution of the internet itself.

Distributed Computing

Ethereum has since expanded beyond smart contracts, and currently
presents itself as a distributed computing platform, replacing existing client-
server models with a blockchain based decentralized network of peer-to-peer
nodes. Since Ethereum is open source, other developers have been able to
develop applications using it as a foundation. Other developers have
developed entirely new distributed computing platforms based on blockchain
or Ethereum.

Some of the more significant startups include Blockstack
(www.blockstack.org), EOS (www.eos.io), Nxt (www.nxtplatform.org), Ripple
(www.ripple.com), and others. Currently, blockchain startups number well into
the thousands.® Many of these companies present themselves as alternative
cryptocurrencies. Others have developed new innovations in the financial
services space, expanding from electronic cash applications to things like
stock trading, crowdfunding, market speculation, and others (these are often
called financial technology companies, or FinTech for short). Still others are
developing ways to apply blockchain or Ethereum in entirely new ways, either
to challenge technologies in existing markets or to create entirely new ones.
Examples include supply chain management and logistics, asset and
inventory management, cloud storage, messaging, voting systems, identity
management, energy, medical records, and more.

Distributed APPs (DAPPS)

Ethereum’s smart contracts were the first example of a “distributed
application” or “DApp” on blockchain. Any application aside from currency is
generally thought of as the second generation of blockchain, or “Blockchain
2.0".

All blockchain distributed apps tend to have the following characteristics:
(Blockgeeks 2017)

Open Source: Because blockchain itself is open source, distributed apps generally
should be as well. This means that the application code is available for examination and
possibly alteration, and changes to the application are governed by a community of
users rather than a private enterprise.

Decentralized: All records generated by the application should be stored on a public
and decentralized blockchain. However, there are a number of distributed apps for
private and consortium blockchains.

Incentivized: As with all public blockchains, the validation process is conducted by a

large number of independent nodes on the network. These nodes should be given an
incentive for dedicating their computing power to the operation of the application. This
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incentive usually is in the form of whatever currencyftokens the network is using (e.g.,
Bitcoin on Bitcoin networks, Ether on Ethereum networks)

Proof of Value: Distributed apps, because they are based on blockchain, require a way
for nodes to provide proof when verifying/validating transactions and operations of the
app. Proof of Work is the original and most common methcd (see the discussion of
mining in Section 2.1.3). Other blockchain platforms may use variations of Proof of
Work or may have different mechanisms for mining such as Proof of Stake.

Below is a partial list of some of the types of DApps that have emerged
over the past few years. Real world examples in these (and other) categories
can be seen in Section 4. Some of them are largely based on blockchain
(using it to track and exchange a variety of digital tokens aside from currency).
Some are based on Ethereum and smart contract functionality. Some are
based on secure data storage on the blockchain. And some combine all of
these characteristics, or strike out in entirely new directions.

Smart Contracts: Self executing contracts, with terms of the contract written into lines
of code within the blockchain data. Transactions are traceable, transparent and irre-
versible, without the need for central authority or enforcement. Smart contracts can be
used for many types of agreements, including financial derivatives, insurance premiums,
rental agreements, credit enforcement, real estate transactions, crowdfunding agree-
ments, legal processes, and other financial services. Smart contracts are being used
across a variety of industries, including financial services, healthcare, govemmment, real
estate, manufacturing, and retail (Blockgeeks 2016).

Financial Technology: Financial technology, or FinTech, covers a variety of block-
chain applications specific to the financial services industry. Many of the altemative
cryptocurrencies to Bitcoin would be included in this category, as would any application
offering financial services like stock trading, currency exchange, financial modelling,
investment services, consumer banking, personal or institutional lending, etc. Note that
FinTech is also used to describe some non-blockchain technologies.

Asset Management: While Bitcoin is a highly reliable way of tracking cryptocurrency,
blockchain technology can track pretty much anything, including physical or digital as-
sets and inventory. Using a blockchain database, an organization can keep a record of
assets, tracking serial numbers, costs and fees, maintenance and repair histories, de-
preciation, disposal dates and certification, and so on. This data can be easily shared
with auditors, regulators, accountants, etc. From a blockchain perspective, the nature of
the asset is irrelevant. It could be digital assets like financial instruments, electromc
files, etc., or physical plant and equipment, inventory, and so on.

Land Title Registration: Property titles are labour intensive and expensive to ad-
minister, as well as being frequently susceptible to fraud. Blockchain based systems
using smart contracts have the potential to remove both labour costs and opportunities
for fraud by making land transfer ledgers transparent, publicly accessible, verifiable, and
automatic.

Computing Power: Blockchain can be used in any kind of exchange, not just currency.
Anything that can be measured and tokenized can be traded on a blockchain network.
Ethereum applications have been developed to create a market for computer processing
power, enabling users to use distributed nodes to run intensive processing tasks that
would otherwise require use of a supercomputer. Data scientists in astronomy, geology,
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environmental research, climatology, biology, medicine, nuclear science, artificial in-
telligence, and theoretical physics could rent processing cycles on a distributed “worid
computer”, without the cost and wait times of today's supercomputers.

Market Prediction: In predicting the cutcome of events, accuracy improves as the size
of a sample group is increased. Increasing the number of individuals asked to forecast
any given outcome tends to smooth out errors from biases and distortions within the
sample group. Blockchain and Ethereum are the basis for “crowdsourced” predictions,
and forecasts generated this way are proving to be cheaper and more accurate than
traditional polling and prediction methods.

Crowd Funding: Crowdfunding startups like Kickstarter and GoFundMe are looking at
blockchain technology as a more efficient way of collecting and distributing funds.
Blockchain may represent the next generation of crowdsourced funding, providing
venture capital to startups and providing an efficient peer-to-peer investment economy.

Energy Management: One of the challenges in electricity distribution is peak demand
times which exceed the supply avaitable on the grid. In recent years, affordable re-
newable energy generation and storage has made it possible for individual home and
business owners to install solar panels and batteries which can be used during peak
times to supplement the electricity drawn from the grid. These are called “microgrids”.
Ethereum smart contracts can be used to create an economical exchange for trading
excess microgrid power. When sglar panels create excess energy, blockchain is used to
redistribute it where it is in demand.

Supply Chain Management: The open, secure, and transparent nature of blockchain
data makes it a natural fit for managing and monitoring manufacturing supply chains,
quality control, and logistics. Whether the end product is an automobile, a grocery item
or any other manufactured item, a blockchain record which is accessible and main-
tainable by each supplier from source to end customer would provide significant ad-
vantages. Eventually blockchain will be used to manage material flow and processes,
facilitate supplier relationships, manage receivables/payables between suppliers, and so
on. Current supply chain and enterprise resource planning (ERP) software does this
today, but is expensive and requires every supplier in the chain to share the same
system, which can make it difficult to change or add suppliers, and potentially creates an
imbalance of power between manufacturer and supplier.

Because blockchain is transparent by nature, a blockchain based supply management
system also makes monitoring and auditing much easier. Blockchain would potentially
enable consumers to monitor manufacturer claims and authenticity. (For example, if a
product claims to be “made in Canada”, “cruelty-free”, “non- GMOJorganic™, “fair trade”,
etc., a permissionless blockchain based system would allow customers to more easily
verify these claims).

File Storage: Blockchain file storage brings advantages to current remote and cloud
storage solutions in use today. A fully decentralized, peer-to-peer (P2P) file storage and
transfer system would be extremely robust and fast. Current content delivery systems
on the intemet can become easily overloaded if there is high demand, and cloud pro-
viders are popular targets for distributed denial of service (DDOS) attacks. Much like
today's BitTorrent P2P networks, blockchain file storage would be extremely hard to
shut down and would work very quickly, with the added security and privacy capabilities
blockchain provides.

Identity Management: Being able to verify one’s digital identity is essential to all online
commerce activity, but giving out this information so a vendor can verify your identity
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creates security risks. Consider how many companies currently have your name, credit
card number, banking information, birth date, social insurance number, phone and ad-
dress information, and other personal information that could be used to steal your
identity, affect your credit rating, violate your privacy rights, and more. Blockchain
private key encryption creates the potential to securely conduct online transactions
without ever having to give out this information to a third party or have them store it.
Blockchain makes it possible to securely digitize personal documents such as pass-
ports, voting registration, financial and banking information, driver’s licenses, certifica-
tions, and other proofs of identity. This information would be distributed on a blockchain,
encrypted and accessible only to the individual with the private key, but could be used to
verify their identity for any online transaction.

Voting: One follow-on application from blockchain based identity management is
blockchain based voting and polling. A secure, verified, government accepted ID based
on blockchain would ease voter enumeration, eliminate voter fraud, simplify and speed
the voting process, and lower costs. Blockchain based voting has seen particular in-
terest in countries with voting corruption and poor track records on voting rights.

Medical Records Management: Another development building on secure blockchain
identity management is the ability to attach files and records to that secure identity, such
as personal medical information. Currently systems for sharing medical information
between doctors, hospitals, specialists, other health care professionals, and insurance
companies is limited. Something as simple as a referral is still done by fax, ensuring that
one’s health care team has access to all needed patient information is hit and miss at
best, and transferring records when changing doctors or specialists is often an arduous,
manual process. If instead each individual had access to their own medical records
stored on a blockchain, and could provide their public key to health care professionals
who required access, the process would become much more efficient and secure.

These are only some of the categories of distributed applications that have
been under development in the last couple of years. More are emerging as
developers and entrepreneurs discover new uses for Ethereum and other
blockchain platforms. It will take some time for the technologies and their
markets to mature to the point where we can see which categories will support
successful products and business models, and longer still for those
technologies to standardize and gain market acceptance. The examples
above use, or are based on, existing implementations of blockchain,
Ethereum, or other published platforms. The successful ones may see
widespread acceptance within five to ten years.

2.2.3. Blockchain 3.0: The Coming Storm (Future
Applications)

Some people are already looking beyond distributed apps and Blockchain
2.0 into future applications for blockchain and distributed computing. These
“future applications” are generally put into a category we call “Blockchain 3.0".
They differ from blockchain 2.0 mainly in the respect that they are not
generally possible to implement today, usually because they would require
integration with existing systems and hardware before they could deliver
functionality.
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Internet of Things

The Intemet of Things (loT) refers to the integration of computing and
communication capabilities into everyday objects such as vehicles, home
appliances, wearable items, medical implants, public infrastructure like roads,
traffic lights and streetlights, manufacturing equipment, or almost any other
device. An loT application must be able to a) collect information (via a sensor,
antenna, or other controller embedded in a device), b) transmit that data to a
back end system connected to the internet, and c) analyze the data and take
action based on the information received. A common loT example (and
reputedly the first loT device, invented at MIT in the 1980s) is a vending
machine with a sensor that allowed programmers to check whether their
favourite drink was in stock.

loT technology has since evolved greatly, influenced by manufacturing
automation technology like SCADA (supervisory control and data acquisition)
and M2M (machine to machine) communication. (Rouse 2016). Today loT
capabilities might include monitoring tire pressure or oil temperature in your
car, “smart homes” that automatically adjust lighting, temperature and more
based on your actions, medical implants that monitor vital signs and send out
alerts if something is wrong, agricultural sensors that can automate water,
heat, light and fertilizer levels, and refrigerators that maintain inventory levels
of your favourite foods and generate a grocery list or even order food to be
delivered. loT generally operates without the need for human intervention or
control.

The convergence of blockchain and loT seems like a natural fit. By
definition, loT applications are distributed and connected to the larger internet,
as is blockchain. Furthermore, loT applications tend to fit the transactional
model blockchain excels, particularly with the capabilities provided by smart
contracts. Most loT devices are designed to take an action if it can be
determined that a requisite condition exists. If A occurs, then do B. This
simple logic is at the heart of smart contract programming. From these simple
applications, much more complex behaviours will eventually emerge,
particularly when artificial intelligence technology joins with loT and
blockchain.

Blockchain provides some key advantages to loT. Possibly the most
important one, at least for some applications, is the high level of reliability,
redundancy and security of blockchain. The potential for harm from hackers
interfering with things like vehicles, medical implants, traffic control, etc. is
enormous, and so the near paranoid fixation blockchain has on authentication
and non-tampering may well be justified.

Another advantage is the reduction in costs by removing the need for
middlemen or other agencies to manage the applications. Rather than
requiring complex oversight by humans or overlaid systems, blockchain
enabled loT would simply work without failure, intervention or special
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monitoring. It would be as if the inteligence needed to operate the
applications would be built into the network itself, not requiring anything
additional.. This is one of the reasons why blockchain advocates sometimes
refer to a blockchain enabled network as the next generation of the internet.

Advanced Analytics

The kind of data produced by blockchain has a number of important
characteristics. First, a blockchain database can be very large, containing
massive amounts of information. As mentioned earlier, there is no theoretical
limit to the size of a blockchain and more blocks can always be added.
Second, a blockchain database is reliable, being for all practical purposes
immune from tampering or data corruption. Third, blockchain data is highly
structured and complete, meaning that every record is consistent in format
and will not generally be missing any input.

These characteristics make blockchain data valuable and attractive for
use in advanced analytics and big data applications. The volume, reliability
and completeness of the data is exactly what big data techniques require to
produce the best results. The fact that blockchain data is always up to date
means that analytics can produce near real time results, which is critically
important for applications like stock trading, commodity pricing, fraud
prevention, etc.

Another trend in the big data world today is “datafication”, which is the
ability to render input from an ever- increasing variety of sources into a usable
format that can be subjected to analytics. The flexibility of blockchain in being
able to tokenize and create transactions and exchanges with almost any
physical or digital object of any value (See Section 2.3.1) creates new
possibilities for big data in almost every industry. In particular, when combined
with blockchain data capture from Internet of Things applications, datafication
and big data analytics may come o depend greatly on applications that run on
a blockchain network.

Marketing and Decentralized Transaction Models

The final area of blockchain evolution to be examined here are the
implications to marketing and advertising, as discussed in a recent Harvard
Business Review article (Harvey, Mcorman and Toledo 2018). One of the
most important advantages of blockchain in comparison with traditional
systems for processing transactions is that the transaction costs are much
less, approaching zero. Normally a credit bureau like VISA or MasterCard
charges merchants 3% or more on each transaction. Because blockchain
eliminates the need for such intermediaries, the only transaction cost is the
incentive paid to miners, which is only a tiny fraction of what merchants pay
today. Furthermore, these inexpensive blockchain transactions do not
become more expensive based on the value of the transaction, so even the
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smallest microtransaction costs the same as a large dollar purchase. The
ability for marketers to conduct microtransactions (essentially for free) means
that they can incentivize consumers in small ways, paying them a few cents or
loyalty points in exchange for pushing an ad, answering a question, and so on.

This opens the possibility for ending advertising monopolies. Instead of
advertisers having to pay Google and Facebook for user information, they
have the potential to pay consumers directly for their attention, with no
involvement from other companies. In a decentralized, direct to consumer
model, consumers are more willing to view and interact with ads (since they're
being paid to do so0), making them more attractive to advertisers and making it
easier to assess whether the advertising is effective.

Blockchain micropayments even have the potential to end spam. Imagine
if advertisers paid consumers to send them an email, or click on a popup ad.
Currently spammers receive one reply for every 12.5 million emails sent. |f
those spammers were required to pay even a fraction of a cent for each of
those emails, spamming would become unprofitable very quickly. And
because of the authentication features built into blockchain it would also make
it more difficult to set up fake social media accounts or conduct phishing
scams.

2.3. Blockchain Advantages

2.3.1. Transparency and Trust

Blockchain's transparency is seen as one of its biggest advantages.
When talking about transparency, it usually refers to the ability of each node to
view and verify the data on the blockchain independently, without needing to
trust a third party. Because the data is seen and checked by hundreds or
thousands of independent individuals, users and organizations, the data itself
can be trusted without relying on any other authority.

The transparency and openness in blockchain remove the need for trust.
Blockchain users can transact with other users even if they are anonymous,
subject to different legal jurisdictions, or if they are suspected of being
dishonest or fraudulent, because blockchain is so entirely resistant to fraud.

Transparency in blockchain is sometimes difficult to understand, because
it seems counterintuitive that something that allows anyone to view all the data
in the blockchain is also secure. Blockchain data is secure because it is
anonymous. Users use a private key to access their data. This key is
randomly generated and not associated with their identity. Also, there is no
way to recreate the private key once it has been set. This means that any one
individual's transactions are mixed in with thousands of others and cannot be
identified with that individual.
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2.3.2. Security: Data Integrity and Audit

Not only is the data on blockchain transparent and accessible, it is
extremely difficult (or impossible) to alter. It simply isn’t possible to go back to
a transaction later and change it, or to alter a document (such as a contract).
Data transparency is a key aspect of this, since any party can audit the
blockchain and confirm that it is valid. The hash process and the use of
previous block hashes to link the chains together means that the blocks
themselves can't be altered without breaking the chain or altering every
subsequent block, a process that would require a consensus of at least half
the nodes on the network (a safeguard which is called the “51% rule” and is
explained at the end of Section 2.1.3.

2.3.3. Security: Authenticity

Integrity proves that blockchain data has not been altered. Authenticity is
the quality that verifies that all data entries are valid and trusted. Blockchain
achieves authenticity through pairing private and public keys in the digital
signing process described in Section 2.1.1.

2.3.4. Security: Privacy and Anonymity

The use of public and private key encryption guarantees the preservation
of privacy and anonymity in blockchain applications. Remember the public
key is used similarly to an address or account number. It is generated from a
private key which is known only to the user. The private key is randomly
created from a very large number, has no association with personal
information, and cannot be recreated. Note that for this reason it is very
important for users to keep their private keys secure and not lose them, since
if the private key is lost there is no way to access their information, which may
include cryptocurrency like Bitcoin. It is generally common for users to create
a paper copy of their private keys as backup and store it in a safe place.

2.3.5. Lower Transaction Costs

Conducting a financial transaction today carries a significant cost charged
by a bank, credit bureau, or other institution, usually 3%-5% of the transaction
value. This fee can be even higher for more complex exchanges or
transactions. Bitcoin, and by extension blockchain, replaces these expensive
intermediaries with miners. Mining nodes have comparatively low overhead
(hardware, electricity and network connectivity). In comparison with even the
most frugal bank, blockchain mining nodes are extremely inexpensive. Even
large mining facilities can be located in places with cheap rentflease rates, in
places with the cheapest electricity, and requiring very few staff.

Blockchain mining can therefore be profitable even at transaction costs of
almost zero. In Bitcoin there is a block reward for successfully mining a new
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block, as well as a very small percentage fee per transaction. These rewards
provide incentives for mining, but represent an insignificant percentage of the
value of Bitcoins being transacted, to the point that many analysts disregard
them altogether and treat blockchain as a free exchange for all practical
purposes.

See the example in Figure 8 of a typical Bitcoin block transaction. In this
example, the total value of the transactions in the block is estimated at about
1,390 Bitcoins. The block reward was 12.5 bitcoins, and the aggregate
transaction fees totalled an additional 0.13 bitcoins. Note that the block
reward is not paid by users, but by bitcoins that are newly created by the
network. As the number of bitcoins increases, the value of the block reward
eventually goes down (reducing by half approximately every four years).
Therefore, the total transaction cost to the user is 0.13 bitcoins divided by
1.390, or 0.009%.

2.4. Blockchain Disadvantages

In its current stage of development, blockchain certainly has limitations,
some of them serious. However, it can be a little misleading to think of them
as disadvantages at this point, since the technology is still immature and it
may be that current obstacles and limitations may be overcome by future
versions and iterations of blockchain. Then again, there may be aspects of the
technology that are inherently unsolvable and may forever limit what
blockchain is ultimately used for.

2.4.1. Performance and Scale

Scale is the ability of a system to handle greater volume (of users,
transactions, operations, etc.) without loss of performance. Additionally, the
cost of a scalable system should be linear with volume or (even better) provide
lower costs at higher volume.

Blockchain requires a high amount of processing and storage resources
from each node on the network. The result of this is an unprecedented degree
of tamper-proof security, transparency and redundancy, but it comes at a cost.
Using Bitcoin as the example of the largest scale blockchain network currently
operating, there are a number of issues regarding performance, cost and
volume which suggest it may never be a viable replacement for current
financial networks.

One of the most glaring deficiencies of blockchain is the long processing
time to conduct a transaction. On average, the Bitcoin blockchain can only
process 3-4 transactions per second, with a theoretical maximum of 7
transactions per second. Ethereum does slightly better, with an average of 20
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transactions per second. Compare this with the VISA network, whichpro-
cesses over 1,500 transactions per second, and has a reported theoretical
maximum of 56,000 transactions per second.

It is likely that this problem will eventually be solved, but in its cusrent state
blockchain is clearly not a threat to traditional transaction or credit processing.
However, there are proposed changes to Ethereum that would potentially
raise the number of transactions per second to approximately one million.

Another performance problem in blockchain and Bitcoin is the amount of
time it takes to confirm a transaction. Currently, it takes several minutes for
the Bitcoin network to find a mining solution for a new block, and the addition
of new blocks is limited to one every ten minutes. A bitcoin block contains a
few thousand transactions, and the block size is limited to 1 MB. There have
been proposals to increase the maximum size of the block, which would
enable more transactions to be processed within the ten-minute time frame.
Even so, making a credit card purchase today takes only a few seconds, and it
isn’t practical to expect customers to wait ten minutes while their transaction is
verified.

Note, however, that comparing the blockchain/bitcoin validation process
with a credit card authorization is a bit misleading. When making a credit card
purchase, authorization is only the first step. The authorization process
consists of the merchant communicating with the network matching the card
(VISA, AmEXx, Mastercard, etc.). The credit card network then communicates
with the issuing bank to confirm the card is not stolen, overdrawn, flagged, etc.
If not, then an authorization code is transmitted back to the merchant.
However, this is not the end of the process. In order to receive and use the
funds, the merchant must wait for the bank to complete a clearance and
settlement process, which may happen during the following night but may also
take up to three days. Bitcoin, in comparison, completes the entire process of
authorization and settlement within ten minutes.

For convenient reference, the transaction times are summarized in Figure
9 below.
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BitCoin Ethereum VisANet
Authorization: <1 second
Transaction Time 10 Minutes 15Seconds
Settlement:  1-3days
Avg Transactions per Second 34 0 1667
Peak Transoctions per Second | 7 0-1M ‘ 56000

Figure 9: Approximate Transaction Times

2.4.2. Energy Use and Environmental Impact

Regardiess of how well blockchain performs, one of the major issues is
the efficiency with which it operates, particularly in terms of energy costs and
the resulting environmental impact. In a large blockchain network like Bitcoin
there are hundreds of thousands of nodes that are essentially duplicating each
other. For every successful mining solution found, there are hundreds of
thousands of servers using their processing cycles in a zero-sum competition
to solve the same block. Furthermore, the number of Bitcoin nodes continues
to increase. The electricity costs of this are significant, and Bitcoin mines tend
to be located wherever electricity is cheapest, which often means
environmentally harmful generation methods like coal.

When compared to other networks like VISA, the energy used by Bitcoin is
truly staggering. One estimate puts the cost of a single Bitcoin transaction at
approximately 850 Kilowatt Hours (KWh). By comparison, the energy
consumption of 100,000 VISA transactions is about 170 KWh. Calculating
this out shows that the energy consumption of a Bitcoin transaction is 500,000
times the consumption of a VISA transaction.

Recently a new $100 million Bitcoin mining facility went into operation
near Medicine Hat, Alberta, just outside the town of Drumheller. The facility
currently mines about 20 bitcoins per day. The capacity of the nearest
electricity generation facility (which is gas powered) needed to be tripled to
meet the demand, and the facility uses over 10 times the electricity of any
other facility in town. (CBC 2018)
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Figure 10: A Bitcoin Mine in Northern China

When Bitcoin first began, miners tended to be individuals or small sites
with spare processing power. As Bitcoin grew, however, large dedicated
server farms began to appear, particularly in places like China or eastern
Europe where cheap facilities and electricity costs could be found. (See
Figure 10). According to one estimate, electricity costs make up 60% of
Bitcoin mining costs and the current Bitcoin network consumes approximately
2.5 gigawatts of electricity per day, which is comparable, for example, to the
entire electricity consumption of the country of Ireland. (de Vries 2018)

Less energy intensive alternatives to Bitcoin's Proof of Work mining
method are under development, so this is another problem that future
blockchain technology will eventually overcome, but it is currently a major
barrier to any large scale deployment of a blockchain application.

2.4.3. Validation and the “Last Mile” Problem

Once a user enters data into the blockchain, all participants in the network
can be pretty much assured that the data is valid and cannot be tampered
with. What blockchain can't do is prevent human error or fraud when the data
is entered in the first place when the blockchain data is connected to a
physical asset. For example, a blockchain database might be used in a
maternity ward to connect newborns with their hospital records. Because of
blockchain’s reliability and immutability, parents, doctors and staff can be
assured that the information on each baby is correct. However, they can't be
sure that the blockchain record was associated with the correct baby in the
first place, because human action is required to associate the physical baby
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with the digital record. This is sometimes referred to as the “last mile
problem”, meaning the final external link between the digital network and the
physical world.

2.4.4. Immutability

One of the great advantages of blockchain is its immutability: once data is
entered it can’t be altered (and even though subsequent blocks can supersede
information in previous blocks, the information in those previous blocks can
never be deleted). In most cases this is a good thing and it is an intended
outcome of blockchain to ensure the data can't be tampered with or erased. In
certain cases, however, this great strength of blockchain becomes a great
weakness because it may sometimes be necessary to alter or delete data.

Data Entry Errors: If incorrect or fraudulent data is entered (due to the last mile problem
discussed in the previous section, for examptle), then correcting this situation can be-
come complex and messy. In this case, at least, the error can be corrected in sub-
sequent blocks. This is not so in the next two cases, however.

Privacy Violations: If private information is entered on the blockchain, there is no way
to erase or redact it.

Legal or Policy Violations: If information is entered which is against policy or illegal
(e.g., hate speech, pomography, etc.), there is no way to correct this.

Coding Errors: If a mistake is made in the programming/coding of a smart contract, for
example, it can be extremely hard to fix the mistake, and in the meantime hackers can
exploit the mistakes. A real-world example of this happened in 2016 with the creation of
an Ethereum based organization called DAO, which used smart contracts to create a
crowd sourced venture capital fund. Unfortunately, there was a bug in the code which
allowed hackers to slowly drain the funds using the flawed smart contract rules, and
DAO had lost hundreds of millions of dollars and was out of business before the emor
could be corrected (Falkon 2017).

As with other shortcomings in blockchain, developers are working to find
new implementations and techniques to solve the immutability “problem”. In
this case, Accenture has Eatented a method of using fake hashes to change or
redact block information.” This method is the source of much controversy in
the blockchain community, in case a way is found to use it in situations where
the information should be immutable and permanent, thus possibly defeating
the entire purpose of using blockchain in the first place.

2.4.5. Integration into Existing Systems

Bitcoin and blockchain were designed in 2009 to be a complete, self-
sufficient system for cryptocurrency, requiring only a physical distributed
network in order to work. For many applications running on Ethereum and
other subsequently developed platforms, this remains true: the application
can run independently on the network.
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However, the more exciting and potentiaily transformative applications in
blockchain do not stand alone. They must be integrated into existing software
and hardware in order to work. This integration can be extremely complex at a
technical level, and also presents significant barriers to market acceptance
and adoption. it requires alliances with other manufacturers and distributors
and demands a high degree of standardization within blockchain itself.

Sometimes this integration can be fairly straightforward. For example,
using a blockchain application for inventory management might require
physical barcode scanners or point of sale terminals. Fortunately, many of
these types of devices today have networking or wireless capability to connect
to the internet, and a blockchain application might only need to test and certify
the models of these devices that it will work with.

In other cases, integration might be extremely challenging, where
blockchain applications need to work in specific ways with back office or
client equipment and software, as in Intemet of Things (loT) applications (See
Section 2.2.3) like driverless cars or manufacturing robotics. Integration may
also be difficult in highly regulated industries and applications like financial
services, stock markets, and voting systems.

Moving to blockchain solutions may also be a significant change to current
practices, and users may have to overcome a lot of inertia before they are
willing to move to a new technology. Meanwhile, established market leaders
including banks, credit bureaus, software developers, service providers, and
so on will actively resist a technology that could remove the need for their
existence, or at least limit the ways they can use that technology for their own
purposes.

2.4.6. Confusion and Hype

With the rapid evolution of blockchain, the many variations on how it is
being implemented and used, its lack of standards, and its overlap into
multiple areas of information and network technology, there is still a great deal
of confusion and disagreement even among knowledgeable experts as to
what blockchain actually is.

Just defining basic terminology is a significant obstacle (Walch 2017). For
example, is a private blockchain really a blockchain or is it simply a shared
database? s it sfill blockchain if an alternative to proof of work mining is used?
If a way of changing blockchain records is developed, making it less
“immutable”, is it still blockchain? Is blockchain the same as distributed ledger
technology, shared ledger technology, a decentralized database, or a
distributed database? Is there a difference between cryptocurrency, digital
currency, tokens, and alt-coins?
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This confusion leads many researchers and analysts to conclude that
blockchain is simply an overhyped blanket term that doesn't really mean
anything. In fact, there are probably those out there who claim that their
products are based on blockchain in order to capitalize on the attention and
excitement around the term, even though their technology may only share
superficial or limited similarity with blockchain. This lack of clarity slows down
overall adoption and investment, because it undermines investor and
developer confidence in where blockchain technology really fits and where it
is going.

Even so, this is no different from any other rapidly developing technology.
Technology innovation, regardless of the actual technology involved, tends to
follow the same pattemn of initial visionaries to market hype to disillusionment
to maturity and market acceptance. Gartner defines this as the “hype cycle”
(Gartner Group n.d.), which is often used as a model for predicting the course
of disruptive technologies, whether blockchain, cloud computing, or the
internet itself. Although certainly not every technology that goes through this
cycle necessarily emerges to become successful, the fact that a technology

. does go through a phase of confusion and inflated expectations is no reason
to discount it.

2.5. What Blockchain Should and Shouldn’t Be Used For

Based on these advantages and disadvantages, blockchain is attractive
for certain types of applications, and is unsuitable for others. As blockchain
continues to evolve, many of its limitations may be eliminated and the potential
uses for it may expand. There are currently many hundreds of research
initiatives, new products, and new companies working on expanding
blockchain’s capabilities and developing new applications.

2.5.1. Token Economies

Blockchain was originally created to support Bitcoin, as a method for
exchanging currency between two parties. Blockchain is highly suited to any
kind of exchange, not just currency. From the standpoint of the technology,
whether the exchange is one of currency or of something else is irrelevant. In
blockchain circles, the broad term for any kind of exchange market is a “token
economy”, where the token is any commodity which can be exchanged. For
example, virtual currencies, physical currencies, physical assets, loyalty
points, time, promissory contracts (like event tickets, future downloads,
advance product shipments, etc.), likesfupvotes, ad views, central processing
unit (CPU) cycles, megabytes of storage space, Kilowatts, reputation, ad
infinitum. Often these tokens are particular to the blockchain application being
run (e.g., Bitcoins on the Bitcoin blockchain, Ether on Ethereum).
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2.5.2. General Characteristics of Blockchain Economies

There are many ways to exchange value in today’s society, whether
physically or electronically. Many of these systems work just fine, and
blockchain may not have much to offer in the way of new advantages.
Blockchain is suited to some kinds of exchange markets more than others.

New Economies

Many Ethereum applications are being developed in order to tokenize or
commoditize value that has never been directly tradeable in the past. For
example, the number of ads you view has a value to advertisers, as does
whether or not you click on an ad. A token that tracks when you view or click
on an ad is a currency that has never existed. Or a token that measures the
time you watch a commercial. Or a token that measures your accuracy in
predicting the outcome of a future event. Or a token that allows you to vote on
what features you want to see in the next release of your favourite software.
Or a token that you receive when you “like” or upvote a post on Facebook or
another social media platform. Anything that has any kind of value to
someone can be tumed into a new economic exchange using blockchain, and
it can be done rapidly, cheaply and with open source software.
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Peer-To-Peer and Avoidance of Central Authority

Blockchain's distributed nature make it ideal for situations where a central
authority or middleman is expensive or untrusted. This might be a bank, credit
card company, clearing house, distributor, service provider, etc. Typically,
these organizations charge transaction or subscription fees for their services,
and in cases where a blockchain alternative is cheaper, it may be more
economical to move to a peer-to-peer system and avoid the involvement of a
middleman entirely.

Trustless Exchanges

In situations where there is a high potential for fraud on the part of one or
more party, blockchain's transparency and immutability remove the need to
trust the other party. Because blockchain transactions are verified by all
nodes, there is no way for one party to cheat the other.

Private or Anonymous Exchanges

Central authorities can also represent potential vulnerabilities to privacy or
other sensitive information, so it may be advantageous to use a blockchain
system that allows you to conduct transactions without sharing sensitive
information like account numbers, passwords, codes, etc.

Interorganizational, Interjurisdictional or International
Exchanges

Because of its distributed nature, blockchain is best suited for transactions
between multiple participants (i.e. not in a single organization). Because
blockchain nodes can be (and are) located anywhere on the internet, it makes
it easy to conduct transactions in different countries or jurisdictions. Even
though such transactions may create legal or regulatory challenges,
blockchain at least makes such transactions possible. With traditional
communications it may be much more difficult to do business in different
countries, jurisdictions, currencies or regulatory environments, and even if
such transactions are possible they may be very expensive. Blockchain
circumvents most of these difficulties.

2.5.3. What is Blockchain Not Used For?

There are also applications and situations where blockchain should not be
used, at least not in the current state of the technology. Champions of the
technology have confidence that the current limitations can be overcome,
while skeptics believe blockchain is merely an overhyped bubble that will soon
burst, drawing comparisons with railway stocks that were popular before
crashing and becoming worthless in the 1840’s. (Roubini and Byrne 2018).
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Such skeptics believe that, at best, blockchain will eventually be relegated to a
few niche applications, with predictions like “Ultimately, blockchain's uses will
be limited to specific, well-defined, and complex applications that require
transparency and tamper-resistance more than they require speed - for
example, communication with self-driving cars or drones.” (/bid.)

For the present, blockchain is probably not going to challenge large,
worldwide financial networks like VISANet or SWIFT. The issues with scale
and performance are significant, and the technology needs to improve by
orders of magnitude before any blockchain applications become universal or
even widespread. However, the issues with performance and energy
consumption are largely due to the Proof of Work mining method used in
Bitcoin, a method which is now ten years old. New innovations on the horizon
may change the entire technical and business landscape for blockchain.

Blockchain is probably also not going to be suitable today for everyday
users without technical sophistication. Using cryptocurrencies like Bitcoin still
requires some knowledge and fraining. This is another aspect which is
evolving quickly, however, and in some of the best applications it isn’t even
apparent that blockchain is the “engine under the hood™ which the application
is using. For example, the online storage vendor Storj simply presents itself as
a cloud storage provider that claims to be more secure, faster, and 80%
cheaper than its competitors. End users don't even need to know that the
reasons for these competitive advantages are due to blockchain.

3. Recordkeeping Implications for Blockchain
3.1. Recordkeeping Standards and Benchmarks
3.1.1. ISO 15489-1

The International Organization for Standardization (ISO) records
management standard (ISO 15489-1:2016), “establishes the core concepts
and principles for the creation, capture and management of records.”
(International Organization for Standardization 2016) It addresses records
management policies and responsibilities, appraisal, records controls, and
processes for creating, capturing, and managing records (i.e. creation,
capture, classification and indexing, access control, storage, use and reuse,
migration and conversion, and disposition). Organizations that create,
capture, and manage records based on the concepts and principles in the
standard will “ensure that authoritative evidence of business is created,
captured, managed and made accessible to those who need it, for as long as it
is required.” (/bid.)
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Considering how quickly blockchain has changed fundamental
assumptions on how records are created, accessed, stored, etc., and how
quickly blockchain continues to evolve, it is likely that records managers will
need to figure out how to apply the core concepts and principles in ISO 15489-
1:2016 to the management of blockchain data just as they have had to do so
with other, newer types of electronic records such as website and social media
content. Blockchain records may prove particularly challenging to manage
given the lack of standardization in blockchain technology, and the variability
and rapid proliferation of blockchain and Ethereum applications.

Naturally records managers should periodically review their current
practices regarding blockchain data against the published standard. For
now, however, it seems unlikely that the published standard will be able to
keep up with the development of the technology, so such reviews are likely to
be perfunctory at best until blockchain services become more mature and
stable. It will probably be more useful in the short term to evaluate blockchain
policies, procedures, processes and technology against other benchmarking
tools, such as the Generally Accepted Recordkeeping Principles.

3.1.2. The Generally Accepted Recordkeeping
Principles.

ARMA International developed the Generally Accepted Recordkeeping
Principlesw (Principles) to “identify the critical hallmarks of information
governance ... [and] ... establish a high-level framework of good practices.”
(ARMA International 2017). They “provide organizations with both a standard
of conduct for governing information and guidelines by which to judge that
conduct.” (/bid.) There are eight Principles. They are the Principle of
Accountability, the Principle of Transparency, the Principle of Integrity, the
Principle of Protection, the Principle of Compliance, the Principle of
Availability, the Principle of Retention, and the Principle of Disposition.

Accountability

The Principle of Accountability states:

“A senior executive (or a person of comparable authority shall oversee the information
governance program and delegate responsibility for information management to ap-
propriate individuals.” (/bid.) This Principle is media-independent, applying to all in-
formation assets in an organization. Therefore, an organization's information
governance program must address blockchain if the organization uses that technology,
or contracts with suppliers/service providers who create or manage records for the
organization using blockchain technology.
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Transparency

The Principle of Transparency states: “An organization’s business
processes and activities, including its information governance program, shall
be documented in an open and verifiable manner, and that documentation
shall be available to all personnel and appropriate, interested parties.” (/bid.)
To comply with this Principle, an organization that uses blockchain will need to
develop, implement, and sustain policies and procedures for managing
blockchain records.

Integrity

The Principle of Integrity states: “An information governance program
shall be constructed so the information assets generated by or managed for
the organization have a reasonable guarantee of authenticity.” (/bid.)

Integrity is “The quality of a record that is complete and unaltered from the
time of creation throughout its life.” (/bid.) Authenticity is defined as “The sum
of the qualities of a record that establishes the origin, reliability,
trustworthiness, and correctness of its content.” (/bid.)

Ensuring the integrity of blockchain documents may be much easier than
with other media formats. Because blockchain is unaiterable and immutable
there is the presumption that blockchain records will have integrity. Because
blockchain is transparent and secure, there is the presumption that blockchain
records will have authenticity.

When implementing blockchain or evaluating a blockchain-based service
provider, a records manager needs to be able to demonstrate the authenticity
of blockchain records throughout the record life cycle, develop audit and
quality assurance processes to prove reliability, and prove that the blockchain
application is used consistently, to show that the information system in
question records the system’s contents reliably and completely. Blockchain
technology should make achieving these things possible, but it is the records
manager's responsibility to ensure that appropriate policies, procedures, and
training are implemented to support the technology.

Protection

The Principle of Protection states: “An information governance program
shall be constructed to ensure an appropriate level of protection to information
assets that are private, confidential, privileged, secret, classified, essential to
business continuity, or that otherwise require protection.” (/bid.) This means
an organization that uses blockchain technology needs to ensure appropriate
protection controls are applied to blockchain records throughout their lifecycle.
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In general, blockchain technology meets these requirements, provided
appropriate policies and procedures are implemented with the technology. An
audit of protection practices is a key requirement of this Principle, for example,
and that requirement stands whether the data is stored in blockchain or not.

Even though the organization may not own or control the blockchain itself,
the data is transparent and protected by strong private key encryption, so
privacy and confidentiality can be reasonably assured. '

Blockchain records may be viewable by everyone (not just the
organization itself), but identities and personal information are impossible to
associate with real world entities without private encryption keys. For
example, a Bitcoin ledger might show the transfer of 5 bitcoins from one
encrypted address to another on a particular date, but there is no way for a
public user to determine the identity of the parties, and without that knowledge
the information does not need to be private because it is too general to be
useful.

In cases where the blockchain stores actual documents and not just
transaction data, it should be ensured that any personal or protected
information is uploaded to the chain in encrypted form. Additional security
is provided by the fact that blockchain documents can be broken up and
distributed across the network - a comparison might be if you were to shred a
document and throw it into a bin with thousands or millions of other shredded
documents, and the only way to reassemble it is through the use of a private
encryption key.

Compliance

The Principle of Compliance states: “An information governance program
shall be constructed to comply with applicable laws, other binding authorities,
and the organization’s policies.” (/bid.)

As with any other type of record, an organization would need to comply
with any legislated requirements for blockchain records and should conform
with national and international standards. However, the current state of
blockchain means there may be problems with a lack of standards, legal
precedent, and questions of jurisdiction for data which is physically distributed
around the world. Laws, precedents, and regulations for blockchain are slowly
emerging in some regions and will eventually be settled everywhere, but it is
important for the foreseeable future that records managers and legal advisors
understand the legal status of blockchain as it affects their organizations, and
keep rigorously up to date.
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Availability

The Principle of Availability states: “An organization shail maintain its
information assets in a manner that ensures their timely, efficient, and
accurate retrieval.” (Ibid.)

Generally, blockchain provides excellent assurances that records and
information will meet the requirements for this Principle. Even though the
organization doesn’t own or contro! the blackchain containing its information,
the redundancy, accessibility, and security of blockchain ensures the
information will be accessible and retrievable at all times.

One proviso to this, however, is that even though many copies of the
blockchain database exist, they all exist on the same network, so there is no
independently secured back up of the data on a physically separate system.
Technically this may not meet the criteria for disaster recovery and the
preservation of archival records. As a practical matter, however, irrecoverable
data loss could only occur in blockchain if every single node on the internet
simultaneously lost the blockchain, and obviously this is highly unlikely. In the
case where a private blockchain with fewer nodes is involved, then standard
procedures for incremental and real-time backup of the blockchain should be
implemented.

Retention

The Principle of Retention states: “An organization shail maintain its
information assets for an appropriate time, taking into account its legal,
regulatory, fiscal, operational, and historical requirements.” (/bid.) This means
the organization needs to develop, implement, and sustain a retention
program that stipulates the information to be kept, for how long, and how and
when it shall be disposed of when no longer required.

Blockchain data is permanent once entered. It will always be available
and always accessible. In effect, the retention period for every blockchain
record is permanent. '

Disposition

The Principle of Disposition states: “An organization shall provide secure
and appropriate disposition for information assets no longer required to be
maintained, in compliance with applicable laws and the organization's
policies.” (/bid.) Disposition includes destruction, transfer to another entity,
or permanent preservation.

Blockchain records are permanent, so there is no disposition process. |If
certain records must be destroyed after a certain amount of time, the records
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manager should consider whether those records should be stored on
blockchain.

Itis possible, however, for blockchain records to be supplanted, or marked
as inactive or obsolete by designating them as such in subsequent blocks.
Even though the record still exists, it would be impossible to access it without
also being notified that it is obsolete and should not be used.

3.2. Issues with Distributed Recordkeeping

In some respects, the recordkeeping implications for blockchain are
similar to those faced when cloud computing and storage began to see
widespread use. Both cloud storage and blockchain are distributed
recordkeeping technologies. Therefore, the challenges for records managers
are similar - one has responsibility for recorded information but the records
themselves are outside of the records manager’'s sphere of control for part or
all of the record life cycle.

With cloud computing, a third party has control or even ownership of an
organization’s records, and may also create records andfor metadata on
behalf of the organization as part of doing business. With blockchain data and
applications, the same potential loss of control applies, except in this case
there may not even be a third party agent, and therefore no contract, obligation
or recourse as their might be with an identified service provider.

A previous chapter in this publication (Carswell 2011) identified fourteen
issues with cloud computing, all of which have parallels or relevance to
blockchain data. Each one of them will be discussed below.

3.2.1. Jurisdiction

The legal implications for blockchain are complex. If a Canadian
corporation stores records on a public blockchain operated by a French
service provider with nodes in China, Venezuela, the United States and 20
other countries, what happens if that data is subject to a freedom of
information request or subpoenaed? Because the data is distributed,
potentially across the globe, there are questions of jurisdiction which may
become significant.

As a practical matter, however, jurisdictional questions may turn out to be
a non-issue. The physical location and distribution of the data may not matter
so much as long as it can be retrieved in the jurisdiction in which it is required,
and because the only requirement for data retrieval is possession of the
private key, the records should be accessible from anywhere.
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3.2.2. Security

Record security includes proper implementation of AAA (authentication,
authorization, and accounting) services, appropriate levels of encryption,
physical security of servers, and prevention of data breaches or loss of control.
In this respect blockchain stands above most other recordkeeping
technologies available today, taking security to near paranoid levels at the
expense of performance and scalability, as has been discussed earlier.

It is important, however, for a records manager to stay educated and
aware of the specific blockchain technologies being proposed for use. While
Bitcoin, for example, has proven to be unhackable for nearly 10 years, other
blockchains (in their effort to add greater functionality, performance,
scalability, etc.) have been more vulnerable. Some Ethereum platforms
have been exploited due to programming errors in their smart contracts. As
blockchain applications become more complex, an understanding of the risks
and implications to record security should always be part of the decision
process.

3.2.3. Privacy

Immutability of data is one of the primary features built in to blockchain. In
many ways, the entire point of the technology is to create a database which
cannot be tampered with. For records managers concerned with privacy
rights and legislation, however, this immutability may present challenges. For
example, information which is not protected by privacy legislation when
entered may become so later in one or more jurisdictions.

The recent General Data Protection Regulation (GDPR) in Europe, for
example, specifies that consumers must be able to request the return or
erasure of their personal information. If that data is stored on blockchain,
which is permanent and cannot be erased, compliance with GDPR may not be
possible. Either the technology must adapt to allow for data erasure (which
could compromise the central value of blockchain altogether), or a regulatory
compromise must be worked out. Currently GDPR stands as an unsclved
problem for any blockchain applications which store private information
(Hemandez 2018).

Privacy legislation also establishes the responsibilities of an organization
to protect data once it is collected. For example, if Facebook or eBay
experience a data breach, regulators can clearly hold those organizations
responsible since they were the ones who collected the data in the first place.
If there is a data breach in a blockchain network, which is distributed, peer-to-
peer and without a central owner, it is unclear who would be responsible for
resulting damages or regulatory violations. Consequently, it is essential that
records managers become more familiar and more involved with the legal
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implications of their privacy policies and what would happen in cases of a data
breach involving blockchain data.

3.2.4. Legally Privileged Information

Similar to private information, some information may be legally privileged,
meaning that certain uses are precluded. A common example might be a
user's address information, which can be used for billing purposes but not for
marketing or advertising. .

Blockchain is designed to preserve anonymity of any parties involved, so it
may be that information can be stored on a blockchain without making legally
privileged information accessible to anyone without authorization to decrypt it.
Records managers should ensure this is the case before allowing records
containing this kind of information to be stored on a blockchain platform.

3.2.5. Professional Secrecy Obligations

Similar to privileged information, there may be cases where there is a
fiduciary or professional obligation to keep information secret. This might be a
lawyer or doctor maintaining attorney-client privilege, a doctor maintaining
doctor-patient confidentiality, a financial representative following conflict of
interest guidelines, or a senior executive keeping information secret that could
be used for stock manipulation or insider trading. As with other cases of
private or privileged information, a records manager should actively determine
if the blockchain application will keep this information sufficiently protected, or
(if not) prevent that information from being entered on the blockchain in the
first place.

3.2.6. Transactional Data Use

Transactional data refers to data generated and attached to a record after
it has been created. For example, it might include dates when the record was
accessed, version histories, data additions, or other information generated on
a transactional basis. It is generally considered to be secondary or
supplemental information as opposed to the core record, but it may still be
subject to privacy or use restrictions.

For example, a blockchain application provider may wish to track how
often new information is added to a record or how often it is accessed and
from where. Or a customer service representative may add notes to a case
file or customer record after every contact. Or perhaps service records on
equipment need to be updated after every maintenance check or safety
certification.
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This is another case where the records manager must evaluate whether
the data, how it is secured and accessed, and how it is maintained on the
network violates the organization’s policies. As with previous cases, it may be
best o keep this data off the blockchain.

3.2.7. Creation of New Data Streams

Or an organization may wish to analyze aggregate data on the blockchain,
even though some individuals may have opted out of giving permission for
their data to be used for that purpose. Analytics and big data applications are
examples of this kind of activity and will likely become more common as the
potential value of the data on various blockchains is realized. For the most
part, users are reluctant to allow their data to be released to third parties or to
be subjected to analysis, even in aggregate with personally identifiable
information removed.

Depending on the application, blockchain might eventually overcome this
reluctance through micropayments or other incentives, which are economical
and easy to transact on blockchain. Regardless, it is important that
organizations recognize the value of their data, not only to themselves but
to potential third parties, consider how that data should and shouldn’t be used,
and take appropriate steps to safeguard it.

3.2.8. Data Intrusion

Blockchain has distinct advantages when it comes to preventing
intrusions, data loss, or loss of control. The transparency, inability to
tamper, and redundancy of the blockchain network provides users with a high
degree of confidence that their data is secure and safe. Keep in mind,
however, that as blockchain applications become more sophisticated, new
security concerns may arise.

3.2.9. Lawful Access

There are situations where organizational policies, privacy laws, etc. are
overruled by law enforcement or judicial warrants. This can be a difficult
situation in blockchain, because it may be difficult to comply with law
enforcement without giving access to more information than is required. A
warrant may require an organization to provide a private blockchain key in
order to access a limited set of records, but giving that key actually provides
access to the entire database.

The situation is not dissimilar to a recent news item where US officials
required access to an encrypted iPhone. Apple refused, because giving the
method for accessing the phone would have allowed officials to theoretically
access any secured iPhone in the future, which would have opened Apple to
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loss of customer confidence and potential liability. ‘The inability to selectively
provide access to blockchain data could potentially lead to similar situations.

3.2.10. Processing

In cloud applications or with traditional database administration, data
maintenance is a necessary set of functions including backup, data validation,
correction and deletion procedures, and so on. In the case of blockchain
these functions are automatic and integrated into the technology itself,
meaning that it is not really an area of concern for records managers or data
administrators.

3.2.11. Permanence of Data

Assuming an organization has a contract with a blockchain provider, it
must consider what will happen when the contract ends, or the organization
wishes to transfer to a new service provider. Because blockchain data is
permanent, it may not be possible to remove the data even though the
organization is no longer doing business with the provider. Furthermore,
fransferring the. data to a new provider may be a non-trivial task, since
blockchain implementations are not standardized and may differ slightly from
service to service. Data permanence and transferability should be near the
top of the list of questions a records manager asks of a blockchain service
provider.

One good note here is that because the data is generally only accessible
using a private key, even if a permanent copy does reside on a blockchain
somewhere, it should not be usable by anyone else.

3.2.12. Compliance

Compliance generally refers to the regulatory environment governing
information use and storage. It includes privacy legislation as previously
discussed, but also may include standards and requirements for auditing and
accounting, e-discovery, and so on. It is important that any blockchain
application has the access and reporting ability necessary to satisfy all
regulatory and legal requirements that may affect the organization.

3.2.13. User Audits

Unlike cloud or other service providers, which provide little ability for
customers to monitor their providers' adherence to service level agreements
(SLAs), the transparency inherent in blockchain should make it much easier to

audit a service provider's performance and whether they are meeting their

contractual obligations at a technical level for things like speed, performance,
reliability, and so on.
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3.2.14. Cloud Ownership

Finally, there is the question of ownership, whether of a cloud provider's
network or of a blockchain's nodes. Almost by definition, blockchain allows
almost any computer on the network to be a node. However, it is fair to ask a
provider questions like how many nodes there are on the blockchain, where
they are located, how centralized they are, whether ownership is open or
concentrated, and so on. Because blockchain providers do not own their
nodes (except in the case of private blockchains), the nodes are outside of
their control. They can’t force nodes to remain on their network, but instead
must incent them to do so. Given the volatility of blockchain currently, it might
be difficult for a provider to guarantee that they can keep a sufficient number of
nodes working.

3.3. Other Records Management and Information
Governance Considerations

3.3.1. Admissibility of Blockchain Records as Evidence

One of the challenges of blockchain, especially with smart contracts, is
that in the event of a dispute between parties there is no built-in resolution
process. The court system will remain as the dispute resolution mechanism,
at least for now (V. Lemieux 2017). Jurisdiction plays a key role here: legal
admissibility varies according to the laws of the countries involved and, in
many cases, it may be impossible to determine where a record was created.
Smart contracts have the potential to independently create new records on a
blockchain, so how can one say where that record was created, since the
contract exists and is executed on potentially thousands of different nodes
across the world?

There are also cases where blockchain networks have been hacked or
exploited where jurisdiction and admissibility have complicated matters
greatly. For example, in 2014 a US grand jury indicted a Russian national
living in Greece for a $4 billion Bitcoin money laundering scheme involving a
Japanese bitcoin exchange named Mt. Gox (/bid.).

3.3.2. Long Term Preservation

From an archival perspective, preserving blockchain data on a permanent
basis may prove difficult. (/bid.) While it is assumed that the large number of
copies across many blockchain nodes will preserve the data, can this be relied
on indefinitely? What happens if a private blockchain operator ceases
operations? What happens if the incentives to miners of certain currencies or
token economies become too low for operators to continue to maintain their
nodes?
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4. Current Blockchain Initatives with Recordkeeping
implications

This section details a selection of research initiatives, startup companies,
and market trials for blockchain with recordkeeping implications.

4.1. Research Projects

4.1.1. University of British Columbia

Since 2013, Victoria Lemieux, professor at the iSchool at the University of
British Columbia (UBC), has been researching and writing on the synthesis of
blockchain technology and records management, with particular emphasis on
archival science. She was awarded a Knowledge Synthesis Grant by the
Social Sciences and Humanities Research Council of Canada, and the
resulting report (V. L. Lemieux 2016) is an excellent overview of the topic.

Lemieux has maintained a generally positive outlook on blockchain
regarding its potential benefits for records management and information
governance. However, she has written that in its current state, blockchain
does not offer sufficient control of information to meet best practice
requirements, particularly in the areas of legal admissibility, archival
preservation, privacy and record disposition. Much of her work addresses
how blockchain can evolve to meet these challenges, and how effective
standards for blockchain recordkeeping will provide a basis for this.

4.1.2. University College London - Centre for Blockchain
Technologies

- The University College of London has created a cross-disciplinary
research centre consisting of over a hundred researchers across eight
different departments, including computer science, law, mathematics,
economics and psychology. Their mission is to research the impact of
blockchain on our society and economy, and promote the development and
adoption of blockchain based applications and platforms.®

4.1.3. Corporate Research and Investment

Many private companies are also investing significantly in blockchain
research, including IBM, Microsoft, Deloitte, and Accenture. The have been
active in product development, trials, patents and education activities around
all aspects of blockchain, Ethereum and advanced applications.

While the investment level of these companies is significant, it should be
noted that their expenditure is still largely at the exploratory level. They
generally want to be active in the blockchain space when it takes off, but at this
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point it's hard to say if they have committed to blockchain as an investment or
a strategy. While continuing their own research and development, it is likely
that they will all rely heavy on an acquisition strategy once some of the more
successful startup companies have proven themselves.

4.2. Startup Companies

This section describes a small sample of the many blockchain/Ethereum
startup companies in existence today. It provides a cross section of the great
variety of companies emerging in this space. Depending on the industry of
their respective organizations, records managers may find that doing business
with these companies generates records management challenges based on
the records and information such transactions will create. Readers are invited
to further consider the issues discussed in Section 3 as they might relate to
doing business with these companies or others like them.

4.2.1. RIPPLE (FINTECH)

- Name: | Ripple ;
' -oripple !
Category: _ Cumency exchange and settlement system .
| Webshe: Dewwarlpplegom ]
| Date Founded: 2012 |
: Description: : Ripple has marketed ztsetf asa faster, fess expenstve altemative to SW(FI‘

i the seulement system used by banks and other financial institutions to

: ch and fer. Settlement

| transactlons are near raat-ﬂme, and are cheaper, more transparent and at
least as secure as the systems used by banks today.

| Rather than using a standard currency like USD dollars to convert between |

. other currencies, Ripple uses a cryptocurrency called XRP. By using XRP, :

Ripple elimt the feesto fer assets from the source currency into

| USD and from there into the destination cumrency. i

' Ripple is currently the third highest capitalized blockchain currency behind
Bitooin and Ether. As of April 2018, the total value of XRP was aver $208 |
USD, as compared to $38B for Ether (ETH) and $1388 for Bitcoln (BTC)

Ry d: ‘@ Jy there are about 100 banks who are using Ripple in technology
: Management : trials, although none are yet using it for live transacticns. However, alune
! implications: 2018 interview from Reuters quoted Ripple’s chief cryptographer as saying |

that while banks acknowledged that Ripple would reduce transaction times
; and costs, there are still concerns with scalability and privacy and security.
Part of the difficulty stems from the fact that Ripple is based on a

_ permissioned, semi-private blockch The chall may be
that putting Ripple onto a Y blich ible blockchat
would solve security concerns but create scalability issues, while keeping it
cnap d basis red! the scale problems but doesn’t solve the
security Issues.

The privacy question is the important one for records managers, pamcularly
given the legal implications of cross-border settlement and exchange.
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4.2.2. OPENBAZAAR (ECOMMERCE)®

Name: . OpenBazaar

; o ) ” OpenBazaar 7

. Category: 1 Online auction site and global marketplace L ;

' Website: _ | www.openbazaar.org » o
Date Founded: | 2016 , o
Description: . Designed to compete with online retailers like eBay and Amazon,

| OpenBazaar uses blockchain to offer a platform that operates on

! cryptocurrency and promotes “free e-commerce”. OpenBazaar does not

. charge listing or usage fees. It also does not require users to provide credit i
. card or bank information. Buyers can pay using any of fifty different :
| eryptocurrencies, and sellers can receive payment in either Bitcoin or ZCash. .

Records : Given the decentralized nature of the OpenBazaar marketplace and its use
Management . of cryptocurrencies, there are concerns that it may be used for the
i Implicatlons: : exchange of iflegal products like drugs and stolen credit card numbers. Itis !

: unclear, given OpenBazaar’s commitment to an “open and free” global
. marketplace, if they would take steps to regulate what is sold on their
. network, or if they would even have any legal liability.

i Currently, however, the most common products sold on OpenBazaar seem

to be food, clothing, and comic books.' As the potential for a free global

: marketplace begins to take shape, it seems likely that it may become a

| source, not so much for lllegal goods, but goods that are hard to obtain

| otherwise, such as rare foods or seeds, works of art, rare luxury items, and

i soon. For records managers, If your organization conducts such

i transactions it may require creation and tracking of additional records

: relating to import/export, customs clearance, bills of lading, records of sale, :
.andsoon. :
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4.2.3. STORJ (File Storage)

' Category:
' Website:

| Date Founded:

| Description:

i

; Records

| Management
! Implications:

RIM

| Storj

t
..

; g“i STORJ
g

t

File storage

www storj.io
2014 -

Storj is currently in beta trials and plans to launch offlcnally in 2019. It offers
blockchain based distributed file storage, competing directly with cloud
storage providers like Dropbox, Microsoft, Google, etc. Customerscan
either buy storage or “rent” their hard drive space to Starj, creating a large
peer-to-peer network. Because it doesn’t rely on central or cached servers
in a service provider's data centre (as cloud storage providers do), Storj can
reasonably claim that their service will be faster and more reliable than
their competitors. Additionally, given the low overhead costs and minimal
capital investment (n equipment made possible by blockchain, they are able
to offer services for a fraction of the cost charged by their cloud-based
competitors. Currently it costs 1.5 cents per gigabyte to store files and S
cents per gigabyte to download stored files. Storj claims that for a typical
user this represents a 80% savings compared to cther services.

The questions raised by distributed file storage are similar to the concerns
records managers once had over cloud storage. The electronic records are
being physically stored outside of the records manager’s organization,
possibly even in another country. For cloud storage, however, there was a
contract with a service provider who took responsibility for the records, and
the situation wasn't dissimilar to using a commercial records centre to store :
paper records off-site. In the case of blockchain, however, the records are
not under the direct contral of the service provider. Blackchain records can |
be stored anywhere, on any computer connected to the network. In the

case of disputes with the service provider, it Is unclear whether they would
have legal responsibility, or even if they did, whether they would be ableto :
correct the situation. Distributed blockchain storage will rely greatly on the
technology itself to keep the records accessible, recoverable, private and
intact. Difficulties could also arise if an organization decides later to cancel
the service, in terms of guaranteeing that their data is fully removed from
the service and fully deleted.
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4.2.4. MELONPORT (Financial Asset Management)

Category:
Website:

_ Date Founded:
Description:

" Records
Management
Implicatlons:

November 2018

Melonport
@ MELONPORT

Asset Management

. www.melongport.com
2016

Melonport is an Ethereum based application for the management of digital .

. assets, primarily other cryptocurrencies and blockchain tokens. Itis

essentially a portfolio manager similar to what financial investors or

. portfolio/asset managers would use. Unlike many blockchain applications,

it doesn’t hold any of the tokens in the chain, it simply monitors other
blockchains (like Ethereum, etc.) and presents portfolio management tools

to its users. As of October 2018, Melonport still appears to be in fairly early
stages of development and details on how it works and how attractive it will

 be to perspective customers are still sketchy.

i Melonport blurs the line between a blockchain company and a user

interface to a third party blockchain database/exchange. Essentially it is an
example of creating a chain of suppliers between users in the records

: manager’s organization and the operator of the blockchain. From the

records management perspective, any records generated by this activity ;

| (reports, buy/sell orders, etc.} are a further degree removed from the
. records manager'scontrel. o )
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4.2.5. STEEMIT (Messaging)

| Name: | Steemit

o Osteen
| Category: | Messaging _ o e
E Website: | www.steemit.com 7 - o
| Date Founded: . 2016 ;
| Description: Steermt is a blockchain-based social med:a site for blogglng and messaging, ;

. comparable to other social sites like Reddit. It is notable for its token-based ;
; method of reputation management. Users use a virtual currency called :
: Smart Media Tokens (SMT) (informally known as “Steem Dollars”) which

| can be spent to post ane’s own articdes and messages, and can be received

| ! ; for curating content or received directly from other users who upvote their

‘t ! posts. SMT is also tradeable on cryptocurrency exchanges, and as of the
L _' end of 2017 was capitalized at nearly $500 million USD.

Records { Steemlt Is an excellent example of a new token economy (See Section Errot!
Management ? Reference source not found.), in this case creating a currency for user
Implications: reputation it also provides yet another sacial media site for records

| managers to stay aware of. Employees in an organizaticn may release
| company or other privileged/private information and should be cautioned
) against doing so, particularly given the difficulties invclved in

| removing/deleting blockchain-based information.

| blogging site may eventually find enterprise use as a

| communication/marketing channel or a collaboration toal, in which case
further records management implications may arise {version control,

i document ownership, etc.)

|
{
| Although Steemit is aimed at the consumer market, the idea of a social ,
i
|
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4.2.6. AUGUR (Prediction/Forecasting)

Name: Augur )
& augur
| Category: . Crowdsourced Forecasting
Webslte: | wwwaupurnet
Date Founded: 2014
. Descriptlon: ! Anather example of an innovative token economy, Augur creates a market

for prediction and forecasting, based on the principle that crowdsourced
- forecasting is often more accurate than limited polling or expert opinion.

. Based on Ethereum, Augur ailows users to create a new market around a

" question or prediction, such as “Bolsonaro will win the Brazil election on

: October 28, 2018" or “The TSX Composite Index will be higher than 16,000
by December 31, 2018, Gther participants can place cryptocurrency “bets”

' on the outcome, buying shares in either a “yes” or “no” outcome. Prices of

. both types of share fluctuate according to how much participants invest.

. Once the event has passed, those who made correct positions will be !

: rewarded, while those who were incorrect lose their investment. The result .
is a system which is meant to harness the collective wisdom of the crowd

. and produce accurate predictions,

Records Currently the application is accessed via a web Interface supplied by Augur

Management ' and participants in the exchange can be anywhere on the web. However,
Impllcations: the output of any prediction could be considered to be a record, and so

: would need to be captured and managed, even though the process of

! generating the record is entirely outside of the organization. If an
organization were to use this kind of service, the records manager would
need to know and develcp a method of record capture.
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4.2.7. GOLEM (Distributed Computing Platform)

{Name: _ Golem S o
i 1

; golem i

. i

Category: : Distributed Computing i

Website: " www.golem.network ‘

Date Founded: 2014 - o L
Description: Golem provides shared computing power to users for computing tasks that !

would otherwise require high powered computers or supercomputers.

: Initially Golem & offering tools for two specific types of uses: complex
computer generated imagery (CGl) rendering and machine learning

| algorithms, both of which consume great amounts of processing power and

| time. Because Golem is open source and based on Ethereum, developing

: tools and support for additional use cases may become available quite
quickly. Future applications mentioned on thelr site include protein folding :

. simulations (shaping chains of amino acids in order to have them perform |

. specific blologlical functions), photogrammetric reconstruction (making

i ements and 3D madels from photaographs), and video transcoding
{decoding and recoding video streams for compatibility or compression).

- Their goal is to be able to integrate any computing task with the Golem

f network by actively partnering with third party developers.

' The main advantage of using blockchain and distributed nodes Is once again
cost. Renting processing time on high capacity computers or using a cloud
| : service for processing is expensive, but the low costs of blockchain

: processing change this model.
Records i The output created during the computing process (rendering, modeiling,
Managemeant . etc.) may be proprietary in nature or have intellectual property and patent
Implications: di | Records s should be able to assure themselves of the

' confidentiality, ownership, and authenticity of such documents. - ‘

4.3. Trials
4.3.1. SECUREKEY/IBM (Digital Identity/Banking)

SecureKey (www.securekey.com) is a Canadian technology company
that has developed a commercial blockchain that is designed to protect users’
identities and give them better control over their private information.
Securekey is currently collaborating in a $30M development trial with RBC,
Scotiabank, TD, CIBC, Bank of Montreal, and Desjardins to roll out a mobile
application that will allow users to manage the information they share with
banks and verify their identity digitally, using a blockchain platform developed
by IBM. The system may also eventually be used by government and
insurance companies and telecom providers. The system is called
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Verified.me, which also serves as its web address (www.verified.me). The
system is currently being tested, with a commercial trial scheduled in 2019.

4.3.2. Cote D’Or City, Mauritius (Land Registry and Real
Estate Sales)

The city government of Cote D'Or, Mauritius, has undertaken the
development of a public blockchain “layer” as a platform for real estate
transactions in the city. Their blockchain strategy is designed to integrate with
overall city planning, including basic infrastructure, regulation/zoning,
economic infrastructure and urban design. The system will use smart
contracts to automate relationships between real estate brokers, notaries,
lawyers, the registry office, owners and buyers. Initially the city expects to
significantly shorten the amount of time required to close real estate deals,
which currently takes weeks to months. In the longer term, the openness,
inclusivity and speed of the blockchain system will allow them to address
liquidity issues, attract capital investment, and automate rent, property tax,
maintenance charges and other municipal fees. "

4.3.3. Carrefour Grocery, France (Supply Chain Audit)

The Carrefour grocery chain in France recently launched a blockchain
application that allows customers to track Auvergne chickens from hatchery to
the store shelf.'* Each supplier in the chain, including the hatchery, livestock
farm and processing facility enters information about each chicken into the
blockchain database: date of birth, date of departure from the hatchery, name
of livestock farmer, guarantees of farming methods (GMO/antibiotic free feed,
free range), date and location of slaughter, best-before date, and more.

Consumers can scan a code on the packaging with their smartphones to
instantly and transparently see all of this data.

4.3.4. GOVPASS, Government of Australia (Digital
Identity/Government)

The government of Australia dedicated AU$93 million in its 2018-2019
budget (www.budget.gov. au) to extend a blockchain based digital identity
system to 500,000 people The initiative includes three agencies: the Digital
Transformation Agency is providing the technology platform, the Taxation
Office will handle the verification, and the Department of Human Services will
operate the gateway/web site that people will use to access various services.
It is a large scale, bold project and probably the largest blockchain frial of its
kind for digital identity services. Because of the blockchain technology at the
heart of the project, users will be able to verify their identity to service
providers without ever having to submit personal information of any kind to
them.
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4.3.5. Emirates Blockchain Strategy 2021, UAE
(Government Services)

Another large public trial is scheduled to be rolled out in 2021 in the United
Arab Emirates. The government there is building a blockchain platform that
will give people a unique identification number that will give them access to
their blockchain data, which will include citizenship documents and transaction
records of services they use. The UAE govemment expects to move 50% of
transactions to this platform by 2021, amounting to approximately 5.5 billion
transactions per year. They expect this to save over AED $11 billion and 77
million work hours per year.

4.3.6. GOLDCORP, Canada (Asset Tracking and
Management)

In March 2018, Goldcorp (www.goldcorp.com), a Vancouver based gold
producer, started using a blockchain application developed by Tradewind
Markets (www.tradewindmarkets.com), a US FinTech company.'® The
platform is called Vaultchain, and is designed specifically to manage
physical assets such as gold. The application records and manages the
physical location of the assets, tracks it through the refining process and
allows Goldcorp to sell directly to dealers and banks through its electronic
liquidity and pricing marketplace. The initial deposit in March was valued at
approximately USD $4 million.

4.3.7. MERCURIA, Switzerland (Commodity Trading)

At the beginning of 2017, Swiss commodity trader Mercuria, conducted
the world’s first large trade of crude oil using blockchain technology. Such
transactions are complex and typically involve muiltiple countries and parties.
In this case, the shipment of crude oil originated in Africa and was shipped to a
Chinese petrochemical giant named ChemChina. The deal was aided by
banks in France and the Netherlands. Mercuria's CEO and co-founder
credited blockchain smart contracts with 30% cost savings due to reductions
in paperwork, financing and physical transactions.'®

4.3.8. Independent Electoral and Boundaries
Commission, Kenya (Voting)

Elections in Kenya are often highly contested, with common accusations
of tampering, vote rigging, hacking and intimidation. The election in 2017 was
highly contentious, with the losing party refusing to accept defeat. Eventually
the election was annulled and a new election was held. The IEBC has now
turned to blockchain as a possible solution.'® The Blockchain Association of
Kenya (BAK) has been advocating a blockchain based voting solution that
would be designed to build voter trust and confidence.
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- Whether or not a foolproof system can ultimately be designed on a large
enough scale to support an election for the entire country is still and open
question. So too is the question of whether voters will trust the new system, or
whether it can be implemented without interference or corruption. This
highlights not only the technical challenges of blockchain, but also the socio-
political challenges as well.

In separate initiatives, the BAK is also exploring possibilities for blockchain
to track educational records and to record land transactions.

4.3.9. Food and Drug Administration, (FDA), USA (Health
Care Records)

In 2017, the FDA signed a research agreement with IBM Watson Health to
define a method for secure and scalable exchange of health care information
using blockchain.” Initially the focus will be on patient information associated
with cancer-related clinical trials. The project aims to bring together data from
a wide variety of sources, including medical records, trial data, genomic data,
loT type devices (mobile and wearable sensors, for example). The goal of the
project is to give patients access and control over their information and the
ability to share it with their health teams securely, which is expected to
improve efficiency and generate better outcomes for patients.

5. Blockchain Legislation and Regulation

As has been noted, the legal and regulatory environment governing
blockchain technology is fragmented and incomplete, and it may be some time
before standard practices around blockchain recordkeeping emerge, based on
the legislation, case law and precedent that emerges over the next few years.
Below are several of the early developments in legislation and regulation
concerning blockchain that may indicate the shape of things to come.

5.1. Canada

The Canada Business Corporations Act (CBCA) requires that a
corporation maintain a central securities register within Canada. This
register would include things like share issuances, transfers, dividend
payments, etc. Blockchain is by definition not a “central” register, and so
the legal argument underway at the moment is whether or the CBCA should
be amended to allow for blockchain, or whether the current legislation can be
interpreted to mean that as long as the records can be reproduced at a
designated central location in a reasonable amount of time that the
requirement of the law has been met.'®
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5.2. State of Delaware

The State of Delaware is the most popular state for the formation of new
corporations. In mid-2017, Delaware passed a bill to open the way for
blockchain-based stock trades, and made clear that corporations can maintain
their stock ledgers (similar to the security register mentioned above for
Canadian corporations) on blockchain. Because Delaware’s regulations for
corporations are attractive to businesses, other states often try to emulate
them and so Delaware may be seen as a beliwether for future legislation
across the U.S."°

5.3. US Commodity Futures Trading Commission

The Commodity Futures Trading Commission (CFTC) issued a proposed
interpretation in late 2017 that recognized virtual currencies based on
distributed ledger technology (DLT), blockchain or smart contracts as
legitimate delivery of payment for commodity purchases under the
Commodity Exchange Act (CEA).2° The interpretation specifies that a
blockchain payment record produced within 28 days of entering a contract
will be considered as actual delivery of payment and transfer of ownership of
the commodity.

5.4. State of California

California govemor Jerry Brown signed a law to convene a blockchain
working group to study the impact of distributed ledger technology and
blockchain on Californians.2! The mandate of the group is quite broad, and is
tasked with evaluating the impact of blockchain on California’s government
and businesses, risks and benefits of blockchain, legal implications and best
practices. This bill is similar to others passed in 2017 and 2018 by other
states, including Arizona and Tennessee.??

New law in California a few days ago https://www.lexblog.com/2018/10/
11/california-enacts-blockchain-legislation-2/

5.5. French Data Protection Authority

The French Data Protection Authority (CNIL) published its initial
assessment of how blockchain technology is impacted by the EU General
Data Protection Regulation (GDPR).%® They decided that GDPR provisions
apply fully whether or not data is stored on blockchain, and it is up to data
controllers to maintain user rights under GDPR.

Interestingly, the assessment did address the impossibility of deleting user

data on blockchain, and suggested that sensitive data be encrypted before
being entered into the blockchain database. Upon receiving a legitimate
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request for the data to be deleted, the data controller would instead erase the
encryption keys that allow them to decipher the blockchain data, rendering the
data inaccessible rather than erasing it entirely.

6. The Future of Blockchain for Records Managers

Ultimately, blockchain is just another electronic media format which will fall
into the records manager's wheelhouse. Like paper, microfilm, hard disks and
cloud storage, along with every other medium for recorded information,
blockchain will have the same types of requirements for policy, process and
compliance as any other record.

The challenge of blockchain today is twofold. First, the nature of the
technology itself, particularly its distributed, ownerless characteristics, require
careful thinking and perhaps new ways of looking at record capture, storage,
access, protection and disposition. Second, the fluid, rapid development of
the technology, along with the concomitant lack of standards and sheer variety
of applications and technical implementations, make it challenging to develop
recordkeeping practices that will cover all eventualities or remain stable in the
medium to long term.

Most organizations today are probably at a trial stage with blockchain, or
at most a limited deployment. It may be templing for records managers to give
less attention to a medium which is so complex and unstable on one hand, and
so small in terms of the total information governance ecosystem of their
organizations. If blockchain truly is an overhyped “bubble” of a technology,
then it probably makes more sense to wait and see before investing significant
time and resources preparing for it. However, if blockchain lives up to even a
fraction of its potential, adoption and widespread acceptance is likely to be
very rapid, and the time to prepare for it may quickly become too far past.

The deficiencies of blockchain are likely to be overcome, whether general
ones like scale and performance, or ones particular to records management
like control, privacy, disposition and preservation. They may be solved
piecemeal by small innovation after innovation, opening new viable
applications in a steady stream. Eventually standardization may emerge,
but blockchain is likely to take hold in some major form in most organizations
before the technology or market calms down. With the massive variety and
number of platforms, applications, new service providers, research and
investment currently on the horizon, it is highly likely that blockchain questions
and challenges will start appearing to records managers sooner rather than
later. Be prepared.

November 2018 RIM




Blockchain and Recordkeeping 45-63

About the Authors

GREGG ASTOORIAN is a business development, marketing and
communications expert with over 20 years of experience in information
technology, information management, telecommunications, and networking.
He is Partner and General Manager of Ergo Information Management
Consulting, a product-independent information management consultancy
based in Georgetown, Ontario, Canada.

Gregg has also been an independent technology marketing consultant
since 2002, working with startups and other companies bringing innovative
new offerings to market. He has assisted clients with market and industry
research, branding, strategic planning, marketing and sales programs,
investor and media relations, and sales training and support.

Previous to 2002, Gregg was Director of Product Marketing at Nortel
Networks, as well as holding marketing and public relations positions in the
energy and manufacturing sectors. Gregg holds undergraduate degrees in
English and Education, and an MBA in marketing from McMaster University.

SHEILA TAYLOR is a Certified Information Professional (CIP), Certified
Records Manager (CRM), and Information Governance Professional (IGP)
with more than 25 years of records and information management (RIM)
experience. She is the Partner & CEO of Ergo Information Management
Consulting, a product-independent information management consultancy
based in Georgetown, Ontario, Canada.

Sheila’s articles and books reviews have appeared in publications such as
Association Magazine, Information Management Journai, and Municipal World
and she blogs at http:/fimpress.eimc.ca. She is also the author of three
additional chapters in Carswell's Records and Information Management
service.

Sheila has taught RIM courses at the college and university levels and is
currently an instructor in AllM’s Modern Records Management and Enterprise
Content Management (ECM) certificate programs. Sheila is also a frequent
speaker on RIM topics at conferences and other education events in Canada
and the United States.

Active throughout her career on committees, task forces, and boards of
professional associations, Sheila is currently a member of ARMA
Intemational’s Content Editorial Board and a peer reviewer for the best
practices and how-to guides developed by AlIM.

RIM November 2018



45-64 Records and Information Management
Bibliography

ARMA International. 2017. “Implementing the Generally Accepted Re-
cordkeeping Principles.” ARMA International TR 30-2017.

Berryhill, Jamie. 2018. “Guide to blockchain technology and its use in the
public sector.” OECD. June. hitp://www.oecd.orgfinnovationfinnovative-gov-
ernment/oecd-guide-to-blockchain-technology-and-its-use-in-the-public-sec-
tor.htm.

Blockgeeks. 2016. “A Beginner's Guide to Smart Contracts.” Blockgeeks.
https:/fblockgeeks.com/guides/smart-contracts/.

-. 2017. “What Are Dapps? The New Decentralized Future.” Blockgeeks.
hitps://blockgeeks.com/guides/dapps/.

-. 2016. “What is Blockchain Technology? A Step-by-Step Guide for Be-
ginners.” Blockgeeks.com. https://blockgeeks.com/guides/what-is-blockchain-
technology/.

Byzantine Studio. 2018. “Blockchain Fundamentals #1: What is a Merkle
Tree?” Medjum. February 26. https:/fmedium.com/byzantine-studio/block-
chain-fundamentals-what-is-a-merkle-tree-d44c529391d7.

Callahan, Mary Ann. 2017. “How Blockchain Can be Used to Secure Sensitive
Data Storage.” Dataversity. November 7. hitp:/jwww.dataversity.net/block-
chain-can-used-secure-sensitive-data-storage/.

Carswell. 2011. “Cloud Computing: Can | Still Govern My Information.” Re-
cords and Information Management 32-1 - 32-168.

Castor, Amy. 2017. “A Short Guide to Bitcoin Forks.” Coindesk. March 27.
hitps://www.coindesk.com/short-guide-bitcoin-forks-explained/.

CBC. 2018. “Electricity deal clinches $100M bitcoin mining operation in
Medicine Hat.” CBC. March 21. https:/fwww.cbc.ca/news/canada/calgary/bit-
coin-mining-medicine-hat-crytocurrency-electricity-deal-hut-8-1.4584257.

Coding Tech. 2018. Blockchain Technology Explained (2 Hour Course) .
February 7. Accessed August 24, 2018. https://www.youtube.com/watch?-
v=qOVAbKKSH10&t=5895s.

Cossett, Damien. 2017. “Blockchain: what is in a block?” Dev.co. December
27. https://dev.tof/damcosset/blockchain-what-is-in-a-block-48jo.

Davies, Sally. 2015. “How Bitcoin and lts Blockchain Work.” Finanacial Times.
February 3. https://next-media-api.ft.com/renditions/4029769033001.

De Souza, David. n.d. “The History of Blockchain.” ECommerce Guider.
https:/fecommerceguider.com/history-of-blockchain/.

de Vries, Alex. 2018. “Bitcoin's Growing Energy Problem.” Joule. April 16.
https://www.cell.comjjoule/fulltext/S2542-4351(18)30177-6.

November 2018 RIM




Blockchain and Recordkeeping 45-65

Digiconomist. 2018. “Bitcoin Energy Consumption Index.” Digiconomist.
https://digiconomist.net/bitcoin-energy-consumption.

Dob, Daniel. 2018. “Permissioned vs Permissionless Blockchains: Under-
standing the Differences.” Blockonomi. July 17. https://blockonomi.com/per-
missioned-vs-permissionless-blockchains/.

Eagar, MaRi. 2017. “What is the difference between decentralized and dis-
tributed systems?” Medium. November 4. hitps://medium.com/distributed-
economy/what-is-the-difference-between-decentralized-and-distributed-sys-
tems-f4190a5c6462.

Falkon, Samuel. 2017. “The Story of DAO: Its History and Consequences.”
Medium. December 24. https://medium.com/swihfthe-story-of-the-dao-its-his-
tory-and-consequences-71e6a8a551ee.

Gartner Group. n.d. “Gartner Hype Cycle.” Gartner. https://www.gartner.com/
enfresearch/methodologies/gartner-hype-cycle.

Harvey, Campbell R., Christine Moorman, and Marc Toledo. 2018. “How
Blockchain Can Help Marketers Build Better Relationships with Their Custo-
mers.” Harvard Business Review. October 1. https:/fhbr.org/2018/10/how-
blockchain-can-help-marketers-build-better-relationships-with-their-custo-
mers.

Hernandez, Gabrielle Orum. 2018. “Why Blockchain Poses an Unusual
Challenge for GDPR Compliance.” Law.com. May 25. https:/fwww.law.com/
2018/05/25/why-blockchain-poses-an-unusual-challenge-for-gdpr-com-
pliance/.

International Organization for Standardization. 2016. “Information and Doc-
umentation — Records Management — Part 1: Concepts and Principles.” /SO
15489-1:2016.

Khatwani, Sudhir. 2018. “What is Double Spending and How Does Bitcoin
Handle 1t?° CoinSutra. October 11. htips://coinsutra.com/bitcoin-double-
spending/.

Lantz, Lome. 2016. TED Talks: The Blockchain Explained Simply. December
23. hitps://www.youtube.com/watch?v=KP_hGPQVLpA&t=407s.

Lemieux, Victoria L. 2016. Blockchain Technology for Recordkeeping: Help or
Hype (2 volumes). Grant Report, Vancouver: University of British Columbia.

-. 2017. “Blockchain Recordkeeping: A SWOT Analysis.” Information Man-
agement Magazine, November/December: 20-27. http://www.bluetoad.com/
publication/?i=454085&ver=htmi5&p = 22#%22{\%22pa-
ge\%22:24 \%22issue_id\%22:454085%22.

Moujahi, Adil. 2018. “A Practical Introduction to Blockchain with Python.”
http;f/adilmoujahid.com. March 14. htip:/fadiimoujahid.com/posts/2018/03/in-
tro-blockchain-bitcoin-python/.

RIM November 2018



45-66 Records and Information Management

Nakamoto, Satoshi. 2009. “Bitcoin: A Peer-to-Peer Electronic Cash System.”
https://bitcoin.org/bitcoin. pdf.

Pelz-Sharpe, Alan. 2018. “Blockchain Unchained - Discovering its Potential in
Information Management.” AllM. May 21. https:/finfo.aiim.org/digital-landfill/
blockchain-unchained-discovering-its-potential-in-information-management.

Roe, David. 2018. “10 Obstacles to Enterprise Blockchain Adoption.”
CMSWire. June 28. https://www.cmswire.com/information-management/10-
obstacles-to-enterprise-blockchain-adoption/.

Roubini, Nouriel, and Preston Byrne. 2018. “The blockchain is a pipe dream.”
Financial News. March 6. https://www.fnlondon.com/articles/nouriel-roubini-
the-blockchain-is-a-pipe-dream-20180306.

Rouse, Margaret. 2016. “internet of things (1oT).” loT Agenda. March. https://
internetofthingsagenda.techtarget.com/definition/Internet-of-Things-loT.

Statista: The Statistics Portal. 2018. Statista. June. https://www.statista.com/
statistics/647523/worldwide-bitcoin-blockchain-size/.

Tapscott, Don, and Alex Tapscott. 2016. Blockchain Revolution: How the
Technology Behind Bitcoin Is Changing Money, Business, and the World.
Penguin Canada.

Tucker, Catherine, and Christian Catalini. 2018. “What Blockchain Can’t Do.”
Harvard Business Review, June 28. https:ffhbr.org{2018/06/what-blockchain-
cant-do.

Vaidya, Kiran. '201 6. “Decoding the enigma of Bitcoin Mining.” Medium. De-
cember 14. https://medium.com/all-things-ledger/decoding-the-enigma-of-bit-
coin-mining-f8b2697bc4e2.

Vermeulen, Jan. 2017. “Bitcoin and Ethereum vs Visa and PayPal - Trans-
actions per second.” MyBroadband. April 22. hitps://fmybroadband.co.za/
news/banking/206742-bitcoin-and-ethereum-vs-visa-and-paypal-transactions-
per-second.html.

Walch, Angela. 2017. “The Path of the Blockchain Lexicon (and the Law).”
Review of Banking and Financial Law 713-765. https://papers.ssrn.com/sol3/
Papers.cfm?abstract_id =2940335.

November 2018 RIM




Blockchain and Recordkeeping 45-67

ENDNOTES

1. (Tapscott and Tapscott 2016)
2. A hash is term in cryptography which refers to a number generated from a
string of text, used to prevent tampering.

3. There are many free online tools for generating SHA-256 hashes. If the
reader is interested, they can reproduce any of the hashes used in this paper using
any of these free tools. For example, https://passwordsgenerator.net/sha256-
hash-generator/ or hitps://md5calc.com/hash/sha256

4. See htips:/fen.wikipedia.org/wiki/Satoshi_Nakamoto

5. As of October 2018 the angel fund investing site www.angel.co lists nearly
3,000 blockchain startups seeking venture funding. htitps://angel.co/blockchains

6. See hitps://patents.google.com/patent/US977457881/en

7. See https://en.wikipedia.org/wiki/Hype_cycle

8. See http://blockchain.cs.ucl.ac.uk/

9. See https://news.bitcoin.com/top-5-products-openbazaar/

10. See www.lexpress.mu/node/339597

11. See https://www.bloomberg.com/news/features/2018-04-09/yes-these-
chickens-are-on-the-blockchain

12. See https://joneworldidentity.com/australia-dedicates-au93m-digital-iden-
tity-blockchain/

13. See bhttps: [/government.ae/enfabout-the-uae/strategies-initiatives-and-
awards/federal-governments-strategies-and-plans/emirates-blockchain-strategy-
2021

14. See https://www.goldcorp.com/Englishfinvestors/news-releases/news-re-
lease-details/2018/Goldcorp-Deposits-the-First-Gold-on-Tradewind-Blockchain/
default.aspx

15. See https://www.ccn.com/commodities-trading-giant-test-blockchain-tech-
crude-oil-cargo/

16. See https://www.ccn.comfkenyas-electoral-commission-to-adopt-block-
chain-for-enhanced-vote-integrity/

17. See https://www-03.ibm.com/pressjus/en/pressrelease/51394.wss

18. See http:/fwww.nortonrosefulbright.com/knowledge/publications/155384/
delaware-provides-legal-clarification-for-blockchain-maintenance-of-corporate-re-
cords-the-view-from-canada

19. See https:/fwww.crowdfundinsider.comf2017/07/119299-delaware-law-le-
galizing-blockchain-stocks-quietly-moving-forward/

20. See https:/jwww.cftc.gov/LawRegulation/FederalRegister/proposedrules/
2017-27421.html

21. See https://www.lexblog.com/2018/10/11/california-enacts-blockchain-
legislation-2/
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22. See https:{/www.blockchainlegalresource.com/2018/09/state-smart-con-
tract-legislation/

23. See https:/fwww.huntonprivacyblog.com/2018/10/02/cnil-publishes-initi-
al-assessment-blockchain-gdpr/
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