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1. Introduction

This chapter discusses how organizations use third party1 social media
platforms (e.g., content communities such as YouTube and social networking
sites such as Facebook) and the records and information management (RIM)
implications of that use. The goal is to provide a blueprint to help
organizations identify, capture, and manage social media records according
to RIM best practices.

Social media includes a complex and evolving variety of applications and
platforms involving creating, publishing or republishing content, including text,
images, video, audio or other media. As with any communication/information
activity, some of the information created or distributed via social media will be
records and have to be treated as such.

Although social media is complex enough today, in the near future social
media platforms will widely support additional types of applications and the
records they produce, such as: transactions and payments; geofencing and
geotargeting; autonomous data collection; private messaging; webrooming;
wearable tech . . . there are dozens, if not hundreds, of new categories of
communication platforms on the horizon. Any of these platforms and
applications may have RIM implications.

The RIM implications of social media touch on several key areas. First is
the question of RIM governance. Organizations in every sector are rushing to
capitalize on social media trends and technology. Departments such as sales,
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marketing, public relations/public affairs, customer service, and investor
relations are departments which are likely to be ‘doing’ something with social
media, but more innovative and obscure social media applications may be
being rolled out by almost any department in an organization, from R&D to
purchasing. RIM professionals have a responsibility to understand what social
media initiatives are being planned, tested or used in their organizations,
ensure RIM-related needs and concerns are met, and establish appropriate
policies and participation in multidisciplinary projects involving social media
records.

Secondly is the RIM aspect, in which an employee creates information
using social media which is of business, legal, financial, or potentially archival
value to the organization (i.e. a record). Because of the volume and transient
nature of social media communications, creating and applying RIM policies
and procedures for properly capturing, storing, accessing, and disposing of
these records (i.e. managing the records life cycle) is a major challenge.

Thirdly is the issue of social media content as evidence, in which
information created or shared by employees, while not necessarily germane to
the organization’s operations, may become accessible to others (via
intentional or accidental distribution, hacking, legal discovery, or other
means). For example, an employee might distribute inappropriate or illegal
material, whether through the organization’s own platforms or through public
platforms such as Facebook. It is a valid question to ask whether an
employee’s personal posts on Facebook, Instagram, Reddit, etc. fall within the
purview of their employer, and recent court cases have indicated that the
organization bears at least some responsibility for the employee’s
communications even outside of work hours, off-premises or in relation to
the organization’s operations.

Social media records cannot be responsibly ignored by a RIM professional
or treated as a minor or passing trend. In just a few short years, social media
has become omnipresent in our personal lives as we use it to perform
activities such as keeping in touch with friends, family and colleagues,
broadcasting updates (and, for some reason, pictures of our meals), creating
content collaboratively (Wikipedia is the best example of that), sharing photos
and videos, voting on the content posted by others (e.g.,, Reddit), sharing
opinions or reviews (on sites such as Yelp or Foursquare), and raising funds
(on crowdfunding sites such as Kickstarter). That society has embraced social
media is demonstrated by the very high number of active users on many of the
social media platforms. While Facebook was the first social network to
surpass 1 billion registered accounts, many social media platforms have
hundreds of millions of active users (e.g.,, 347 million at LinkedIn)2.

Social media is also rapidly becoming a fixture in our business lives as
organizations use it for various purposes such as connecting and interacting
with stakeholders, networking and building relationships, disseminating and
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sharing information and — by extension — demonstrating thought leadership,
and soliciting input from stakeholders. The end result may be increased sales,
greater customer satisfaction, and/or wider promotion of the organization’s
brand. Recent surveys reveal similarities and differences in the use of social
media by government, for profit, and not-for-profit sector organizations.

Government Sector: A 2013 study3 illustrates that improving public
communications is the main objective or expectation for the use of social
media by OECD governments. Their other objectives or expectations for
using social media include activities such as engaging stakeholders in public
governance processes, managing crisis or emergency situations, improving
the image of government, and expanding government reach to younger,
marginalized, or vulnerable members of society. Other levels of government
such as municipalities, provinces, and states also use social media for these
purposes.

For Profit Sector: A 2014 survey4 by an international law firm on how its
clients across a range of fourteen sectors perceive, use, monitor, and manage
social media revealed that the respondent organizations’ perceive the greatest
importance of social media to be establishing their external presence by
increasing their organizational profile. Enhancing the reach of their marketing
message, improving customer engagement and customer relationship
management, enhancing the reach of marketing activities, and gathering
enhanced data to refine products and services were also identified. The
survey revealed that only 14% of the responding organizations did not use
social media for any purpose.

Not-for-profit Sector: A 2014 survey5 on the use of social media by 9,000
small-to-medium-sized not-for-profits in the United States and Canada
revealed that sharing news about the organization, the cause, and brand
recognition were the top three goals of the non-profits’ social media efforts.
They also use social media for fundraising, donor recognition, and both
employee and volunteer recruitment.

Many articles in the business press today discuss how organizations can
leverage social media to their benefit, particularly to drive relationships and
increase revenues. Guidance to employees on ‘managing’ social media
content is usually limited to discussions about confidentiality, privacy, and
etiquette in relation to their social media posts. With the exception of a few
articles written by RIM practitioners and legal professionals, there is no
recognition that some social media content should be managed as an
organizational record or guidance in doing so. Consequently, it is not
surprising that most organizations use social media without any consideration
of the RIM implications of that use. This situation is analogous to how
organizations introduced e-mail 10-15 years ago — a promising new
technology which was implemented with little (or no) thought to its RIM
implications. It was only after e-mail use skyrocketed and replaced records
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that would otherwise have been in paper format (e.g.,, memos, letters, etc.)
that organizations began to realize that some e-mails should be identified and
managed as organizational records.

2. Social Media Overview

When you say ‘social media’, most people think only of social networking
and — specifically — of applications like Facebook or YouTube. But social
media is more than just social networking as illustrated in Figure 1.

Figure 1 — Types of Social Media with Examples

While an organization may participate in many different types of social
media for different purposes, this chapter focuses on four broad categories of
social media which are key channels for many organizations. Those channels
are 1) content communities, 2) networking sites, 3) publishing, and 4)
collaborative projects, as listed in Figure 2. Figure 2 also provides examples
of publicly available third-party applications for each channel. These channels
should not be considered to be definitive or comprehensive. For example,
Facebook, which is classified as a networking site, also offers the capability to
share photos and videos as a content community. Similarly, it would be
equally valid to consider an application like Instagram to be a content
community or a type of microblog in the publishing category.
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Figure 2 — Key Social Media Channels for Organizations

Social Media
Channel

Description

Content com-
munities

Platforms to upload, host, share, and comment on multi-
media content
. Photos (e.g., Flickr, Instagram)
. Videos (e.g., YouTube, Vimeo)
. Presentations (e.g., SlideShare)

Networking
sites

Platforms to establish and maintain contacts, and provide
interaction among users
. Social networks (e.g., Facebook, Google+)
. Business networks (e.g., LinkedIn, Viadeo in Europe)

Publishing Platforms to publish and comment on content
. Blogs (e.g., WordPress, Blogger)
. Microblogs (e.g., Twitter, Tumblr)

Collaborative
Projects

Platforms to create, share, and collaborate on content
. Wikis (e.g., DocuWiki, TikiWiki)

An overview of each of these channels is provided below with examples of
how they can be used by any type of organization.

(1) Content Communities

Content communities exist for a wide range of media types such as
photos, videos, and presentations. After registering for an account, individuals
upload their materials, describe (tag) them, and make them publicly available.6

Some photo sharing platforms such as Picasa also provide editing features
(e.g., cropping) and integration with online photo printing services. While
content communities carry the risk of being used as platforms for illegally
sharing copyright-protected materials, their high popularity makes them an
attractive communication channel. Organizations can use content
communities for diverse purposes such as:

. Post a photo, e.g., photos showing the progress of an infrastructure
project such as the building of a new city hall

. Post a presentation, e.g., a keynote address, a webinar, etc.

. Post a video, e.g., an employee recruitment video, a commercial, a
product use demonstration.

Visitors can search the community to find content of interest, vote on the
content (e.g., ‘like’ or ‘dislike’ on YouTube, ‘favourite’ on Flickr, or ‘heart’ on
SlideShare), and share items of interest with their own networks via platforms
such as Facebook, Twitter, Google+, Reddit, or Pinterest. Most content
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communities provide an opportunity to post feedback/comments and
subscribe to or follow individual users/channels of interest; however, it is
usually necessary to create a user account/profile to take advantage of those
features.

The content that an organization posts to a content community is most
likely a copy of a file stored within the organization (e.g., in a shared network
directory, an enterprise content management system, etc.). However,
comments made about the content will be unique, residing only on the
specific third-party platform for the content community.

(2) Networking Sites

Social network sites are ‘‘web-based services that allow individuals to (1)
construct a public or semi-public profile within a bounded system, (2) articulate
a list of other users with whom they share a connection, and (3) view and
traverse their list of connections and those made by others within the
system.”7 Users can communicate informally with other members in the
network by — depending on the network’s functionality — posting messages,
status updates, photographs, videos, and other materials and ‘liking’ or
otherwise indicating their opinions of the posted content. Some social network
sites also allow users to send private messages to other registered users.

Some of the content an organization posts on a networking site (e.g., a
photo) may be a copy of content stored within the organization; however, most
of the organization’s content and comments made about the content will be
unique and reside only on the third-party networking site.

(a) Social Networks

While social networks like Facebook ‘‘support the maintenance of pre-
existing social networks [with family, friends, and colleagues]”, ‘‘others help
strangers connect based on shared interests, political views, or activities.
Some sites cater to diverse audiences, while others attract people based on
common language or shared racial, sexual, religious, or nationality-based
identities.”8

Historically, members of social networks were individuals (persons). Over
the past couple of years, organizations have begun to create corporate social
network accounts to interact with prospects and customers, increase their
visibility, and cultivate higher brand loyalty. Some CEOs and other
organizational leaders also have accounts on social networks to allow them
to interact directly with the public, prospects, customers, and other
stakeholders. By monitoring user comments, organizations can also gain
valuable information about what their target market is interested in and what
people think of them.
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(b) Business Networks

In a business network such as LinkedIn, an individual creates a personal
profile and shares personal information such as work experience and
education. Individuals use these networks to build and maintain
relationships with new contacts, stay in touch, and create new business or
employment opportunities. Depending on the platform, they can also post
updates or longer posts to demonstrate their expert knowledge and thought
leadership and use the platform’s analytics features to measure adoption and
use.

Organizations use these networks to search for new employees or
experts. Increasingly, organizations are creating their own user profiles on
these sites (e.g., company pages in LinkedIn) as an extension of their
marketing strategies. In addition, some organizations use the LinkedIn
profiles of high ranking employees to support the organization’s public
relations, particularly by posting updates on the organization’s activities or on
topics specific to the industry in which the organization operates.

(3) Publishing

This section discusses two types of publishing: blogging and
microblogging.

While the text content of a (micro)blog is usually unique, photos in the
(micro)blog or the organizational videos, documents, or other content that the
(micro)blog links to may be a copy of content stored within the organization
(e.g., a press release on the organization’s website). However, comments on
or replies to the (micro)blog or any other activity on it (e.g., the number of
times a Tweet was shared and by whom) will reside only on the third-party
(micro)blogging platform.

(a) Blogs

The social media equivalent of a personal or organization web page, a
blog (or web log) typically contains snippets or articles by one or more authors
in a chronological list of postings which are categorized and tagged to facilitate
a search. While entries are generally textual, a blog can also be used to
publish (or provide links to) other media such as photos, videos, and podcasts.
Some blogging platforms may be designed specifically for media such as
audio or video. Most blogs provide the possibility of interaction with others
through the addition of comments. Organizations (including high-profile
employees such as CEOs) can use blogs for various purposes such as:

. Provide information and updates to prospects, customers, and other
stakeholders (e.g.)
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. The Harbourfront Centre blog provides information about events
and activities at this cultural centre on the waterfront in Toronto,
Ontario.9

. Demonstrate thought leadership (e.g.)

. The CEO blog in which Mark Barrenechea, the President and
CEO of OpenText, shares his insights and observations on en-
terprise information management and the latest technologies.10

. Provide information on topics which resonate with the organization’s
market/ stakeholders, demonstrating expertise and thought leader-
ship while also helping to market the organization’s products (e.g.)

. The Fitbit blog provides information on a wide range of wellness
and lifestyle topics such as fitness and exercise, and health as
well as brand information such as product development in-
formation and product announcements.11

(b) Microblogs

Microblogging is a form of blogging that allows users to communicate in
real-time via brief text updates which may also include pictures or links to
videos, documents, or other content. Microblogs are limited in length (e.g.,
140 characters in Twitter). Depending on the microblogging platform, users
can reply to, share (e.g., ‘retweet’ in Twitter), or endorse microblogged
content. Individuals can also subscribe to news from other users of interest.
Some of the ways in which organizations can use microblogs include:

. Announce organizational events or activities (e.g., sales, emergency
closures, mergers and acquisitions)

. Provide an event backchannel to solicit real-time commentary on an
organizational event such as a conference

. Publicize the availability of organizational resources (e.g., the latest
annual report or press release)

. Provide near real time information updates and engagement with an
organization’s customers or stakeholders during important times
(e.g., service interruptions, major events, etc.).

(4) Collaborative Projects

Collaborative projects allow many end-users to jointly and simultaneously
create content. This section discusses wikis, one of the major types of
collaborative social media.

From the Hawaiian word for ‘quick’, a wiki is a website which allows users
to add, remove, and change text-based content. A wiki provides a highly
interactive environment in which users can think, strategize, share documents,
and plan together. Organizations can use external12 wikis for various purposes
such as:
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. Solicit input during the development of new policies, programs, or
services (e.g.)

. In 2011, the U.S. Coast Guard used a wiki to develop an ac-
quisitions strategy for and answer questions about a new logis-
tics system to support ships, aircraft, and shore facilities.13

. Provide product information and ‘how to’ guides (e.g.)

. The Adobe Wiki advertises itself as ‘‘The wiki about Adobe
products, tips, tutorials and facts that anyone can edit.”14

Collaborative project content typically resides on the third-party social
bookmarking or wiki platform.

3. Social Media and RIM

Social media enhances our ability to freely communicate: anywhere,
anytime, and in multiple ways. It is also wide-reaching, allowing us to
communicate with a very large (or even global) audience. The social media
environment is highly interactive and filled with dynamic content. It is also a
very responsive environment, allowing for rapid sharing of information and
almost instantaneous responses to queries and posted content. The user is
largely in control of this environment, controlling the content which s/he
publishes and selecting the content to which s/he pays attention.

Unlike traditional ways of publishing and sharing information such as
brochures and press releases, organizations cannot always control the
message in social media giving rise to the possibility of inappropriate use
which is not only embarrassing but which may have legal implications.
Further, social media content is public, freely available, searchable, easily
copied and not easily retractable. As with other information on the Internet,
there is the potential that social media content will be around for a very, very
long time after it is posted.

It is these very characteristics that make social media so challenging to
control and manage. They may also help to explain why the lifecycle
management of social media content is not very mature in most organizations.
As shown in Figure 3 below from the most recent information governance
benchmarking survey of 1,300 RIM professionals conducted by Cohasset
Associates, ARMA International, and AIIM, few organizations are applying
lifecycle management to newer information types such as social media
updates. For every organization that responded that their current status was
‘mature’, there are seven other organizations which are either currently
implementing improvements or have plans to do so within the next twelve
months. This suggests that the recognition of the need to apply lifecycle
management to new types of information has moved past the leading edge of
RIM professionals and become a mainstream concern. However,
approximately two-thirds of the responding organizations still have no plans
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or don’t know of plans to provide lifecycle management for social media
updates (60%), videos such as company-related YouTube posts (66%), or
blog posts (67%).

Figure 3 — Lifecycle Management Maturity of Newer
Types of Information15

(1) Social Media Content as Records

A record can be defined by its purpose, as in the media-independent
definition of the term ‘records’ in the ISO 15489-1 records management
standard:

‘‘Information created, received, and maintained as evidence and information by an or-
ganization or person, in pursuance of legal obligations or in the transaction of busi-
ness.”16

Therefore, as with information in paper, microform, and other electronic
formats (e.g., e-mails), it is the purpose or function of the information in social
media content that will determine whether it is a record or not.

Recent guidance from the U.S. Securities and Exchange Commission
(SEC) provides an excellent example of how the content and intent of a social
media communication determines its status as a record. The Investment
Advisor Use of Social Media published by the SEC’s Office of Compliance
Inspections and Examinations states:

‘‘The Advisers Act sets forth the recordkeeping obligations of registered investment
advisers. The recordkeeping obligation does not differentiate between various media,
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including paper and electronic communications, such as e-mails, instant messages and
other Internet communications that relate to the advisers’ recommendations or advice.
RIAs that communicate through social media must retain records of those commu-
nications if they contain information that satisfies an investment adviser’s recordkeeping
obligations under the Advisers Act. In the staff’s view the content of the communication
is determinative.”17

A recent bulletin from the U.S. National Archives and Records
Administration provides high-level recordkeeping requirements and best
practices for capturing social media records. It also includes a non-
exhaustive list of questions to help U.S. government agencies determine the
record status of social media content. While specific to the U.S. government,
these questions provide a helpful starting point for any organization seeking to
determine the record status of its social media content. The questions18 are:

1. Does it contain evidence of an agency’s policies, business, or
mission?

2. Is the information only available on the social media site?

3. Does the agency use the tool to convey official agency information?

4. Is there a business need for the information?

A ‘yes’ response to any of these questions indicates that the content is
likely a record. The bulletin goes on to discuss how policy, records
scheduling, and preservation are required to address the RIM challenges
associated with the use of social media technologies.

A record can also be defined as an object, as in the case of the Canadian
federal Access to Information Act which defines a record as ‘‘any documentary
material, regardless of medium or form”19. While that media-independent
definition is succinct, other definitions of the term list the different physical
media on which a record may reside or the different formats a record may take
as in the following example from Canada’s Personal Information Protection
and Electronic Documents Act (PIPEDA):

‘‘record” includes any correspondence, memorandum, book, plan, map, drawing, dia-
gram, pictorial or graphic work, photograph, film, microform, sound recording, videotape,
machine-readable record and any other documentary material, regardless of physical
form or characteristics, and any copy of any of those things.20

Clearly, social media content such as a post which is composed on a
computer or other electronic device (e.g., a Smartphone), communicated by
computer networks, and stored in an application on the Internet (e.g.,
Facebook) satisfies the ‘documentary material’ criteria in the first definition
and the ‘machine-readable’ category in the second definition.

While none of the preceding definitions of ‘record’ contain qualifications,
the definition of that term in Ontario’s Municipal Freedom of Information and
Protection of Privacy Act or MFIPPA (a similarly worded definition is found in
Ontario’s Freedom of Information and Protection of Privacy Act, or FIPPA,
which applies at the provincial level) is curious in that it requires a machine-
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readable record to be under an organization’s control. MFIPPA defines a
‘record’ as:

‘‘any record of information however recorded, whether in printed form, on film, by
electronic means or otherwise, and includes,

(a) correspondence, a memorandum, a book, a plan, a map, a drawing, a dia-
gram, a pictorial or graphic work, a photograph, a film, a microfilm, a sound
recording, a videotape, a machine readable record, any other documentary
material, regardless of physical form or characteristics, and any copy thereof,
and

(b) subject to the regulations, any record that is capable of being produced from a
machine readable record under the control of an institution by means of
computer hardware and software or any other information storage equipment
and technical expertise normally used by the institution; (‘‘document.”)”21

Thus, while social media content is arguably included in the ‘machine
readable’ category in the first part of that definition, social media content on
public third-party applications cannot satisfy the control obligation in the
second part of the definition. The social media content posted by an institution
on a platform such as Facebook or YouTube, and the posts made in response
to that content reside on whatever server hosts the particular social media site
and the institution will have neither control over nor possession of that content.
It will be interesting to see how institutions in Ontario which are subject to
these laws will deal with requests for all documents/information/records about
an institution’s social media posts.

(2) Social Media Content as Evidence

While the preceding section illustrates how social media content falls
within the definition of ‘record’ or ‘electronic record’ as used in the RIM,
privacy, and access to information/freedom of information contexts, it is also
appropriate to explore social media in the legal context.

The Canada Evidence Act defines an ‘electronic document’ as ‘‘data that
is recorded or stored on any medium in or by a computer system or other
similar device and that can be read or perceived by a person or a computer
system or other similar device. It includes a display, printout or other output of
that data”22 and broadly defines ‘record’ to include ‘‘the whole or any part of
any book, document, paper, card, tape or other thing on or in which
information is written, recorded, stored or reproduced.”23 Similar definitions
are found in the evidence acts of Canadian provinces and territories. Clearly,
social media content falls within these definitions.

More specifically, social media content falls within the scope of
‘electronically stored information’ (or ESI), the term used by the legal
community to describe the types of electronic information which are
admissible and producible for litigation and other legal purposes, subject to
the standard principles of evidence. Indeed, a revised definition of ESI which
specifically mentions social media has been proposed in the next edition of
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The Sedona Canada Principles Addressing Electronic Discovery issued for
public comment in February 2015:

‘‘Typical forms of ESI include, but is not limited to, word, powerpoint, and
excel documents, e-mail, instant messages, databases, information on social
media, and information posted on the internet.”24

In recent conference presentation, lawyers Kevin Feth and Jason Kully
discussed how social media is being used in civil litigation. Regarding the
adjudication of personal injury claims, they provided two examples: defense
counsel using ‘‘pictures posted on a social media account depicting a plaintiff
engaged in recreational sports or enjoying a vacation . . . to demonstrate that
the plaintiff’s injuries are not severe and to defeat the claim” 25 and a plaintiff
using a defendant driver’s ‘‘own Tweet from the time of the accident about
being behind schedule” to challenge the driver’s denial ‘‘that he was in a hurry
and not paying attention.”26

The production of social media content has figured prominently in several
Canadian court cases and arbitrations as shown in Figure 4. While these
examples illustrate arbitrations and litigation in which social media content was
considered to contain relevant and material information, it is important to
remember that social media content may not always be deemed relevant (and
so will not need to be produced) and there may be instances in which
production is not required because the privacy interest of the account holder
outweighs the probative value of the evidence. For example, in a 2012
personal injury case, an Ontario court concluded there were no relevant
documents in a plaintiff’s Facebook account because the plaintiff allowed only
139 people to view her private content, thus excluding all other Facebook
account holders (then approximately 1 billion) from viewing that content.27

Figure 4 — Selected Canadian Cases Involving Social
Media Content

Legal Matter Type
of So-
cial

Media

Year and Case Description

Wrongful
dismissal

You-
Tube

2015: Union of Public
Employees, Local 4400
v. Toronto District School
Board,
2015 CanLII 38715 (ON
LA)
http://canlii.ca/t/gjxvv

An arbitrator upheld the
2012 firing of a Toronto
District School Board
(TDSB) employee whose
off-duty altercation with a
14-year old male student
was recorded by bystan-
ders and uploaded to
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Legal Matter Type
of So-
cial

Media

Year and Case Description

YouTube. The arbitrator
accepted the TDSB’s po-
sition that the employee’s
conduct had clearly
harmed the school
board’s reputation and as
such the discipline was
warranted.

Wrongful
dismissal

Face-
book

2014: Tenaris Algoma
Tubes Inc. v. U.S.W.A.,
Local 9548,
2009 CarswellOnt 6076,
[2009] L.V.I. 3856-3,
[2009] O.L.A.A. No. 407
(Ont. Arb.)

An arbitrator concluded
that a male crane opera-
tor’s after-hours Face-
book postings about a
female colleague were
‘‘vicious and humiliating”
and upheld the employ-
ee’s termination on the
basis that the employer
was responsible under
the Human Rights Code,
the Occupational Health
and Safety Act, and its
own collective agreement
to maintain a harass-
ment-free workplace.

Personal in-
jury

Face-
book

2010: DeWaard v. Cap-
ture the Flag Indoor Ltd.,
2010 ABQB 571, 2010
CarswellAlta 2506 (Alta.
Q.B.)

The plaintiff was injured
while playing laser tag at
the defendant’s facilities.
The defendant alleged
that the plaintiff’s Face-
book account illustrated a
normal and active life-
style which was incon-
sistent with statements
the plaintiff had made to
experts. The court dis-
missed this inconsis-
tency, accepting that
Facebook profiles may
contain an overly positive
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Legal Matter Type
of So-
cial

Media

Year and Case Description

perspective of one’s abil-
ities and interests or a
certain amount of ‘‘puff-
ery.”

Breach of
confidential-
ity restrictive
covenants

Linke-
dIn

1483860 Ontario Inc. v.
Beaudoin,
2010 ONSC 6294,
2010 CarswellOnt 9424,
[2010] O.J. No. 5315
(Ont. Master)

On the grounds that the
plaintiff was breaching a
confidentiality restrictive
covenant, the plaintiff
obtained an Anton Piller
order28 to seize ‘‘other
materials in away relating
to the Confidential Infor-
mation in any form what-
soever including
electronic format such as
Microsoft Word, Micro-
soft Outlook, Hotmail,
yahoo mail and Linke-
dIn.”

In the preceding examples, the organization (or employer) was seeking to
use social media content to its benefit in a civil matter involving a
confidentiality breach, a personal injury, or a wrongful dismissal. However,
in other matters, an organization may need to defend itself against a plaintiff
who is attempting to use the organization’s social media content to its benefit.
As Feth and Kully point out, social media content ‘‘may be potentially useful in
any number of civil litigation scenarios, such as showing that a corporation had
knowledge of product defects or other issues reported on social media sites”29

or that the organization’s social media content contradicts a witness’ testimony
as, for example, when ‘‘YouTube videos shot by the defendant company’s
own employees showing how they cut corners”30 contradict a witness’
testimony about ‘‘how all safety protocols and procedures were always
diligently followed”31 in a litigation about an industrial accident.

In the preceding two sections, it is clear that social media content must be
treated by RIM professionals as records in terms of lifecycle management,
privacy and access, and also as potential documentary evidence. The
concluding two sections of this chapter will discuss the general considerations
of including social media content within an overall RIM governance structure
and the implications of applying RIM practices to social media content.
Properly executing in these two areas will ensure a RIM professional helps his/
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her organization meet its obligations from both an operational and legal
perspective.

(3) RIM Governance and Social Media Content

Governance means establishing requirements for social media creation
and use, identifying roles and responsibilities, and creating an infrastructure
for managing the social media content that constitutes a record. A multi-
disciplinary approach is required to develop, implement, and sustain
governance over social media content.

(a) Governance

An Internet search revealed that most social media policies address topics
such as the type of information that employees can (and cannot) post on social
media and etiquette for using social media (e.g., respect copyright and
intellectual property laws, use a professional tone, etc.). Good examples of
such policies are the Cisco Social Media Policy,32 Coca-Cola’s Social Media
Principles,33 and the IBM Social Computing Guidelines,34 Few social media
policies, however, acknowledge that social media content may constitute a
record or provide direction in managing social media records. A few notable
exceptions which address those topics are:

. The CDC Enterprise Social Media Policy of the U.S. Centers for
Disease Control and Prevention (CDC) states ‘‘A federal record is
determined by its content and not by the medium, in which it is
created, received, and/or transmitted. Each C/I/O is responsible for
determining which content contained within a social media applica-
tion is a federal record and its retention, based on CDC and/or
General Records Schedules. The maintenance of these records,
either in print or electronic form, is the responsibility of the C/I/O
originating the content.”35

. The Social Media — Web 2.0 Policy of the Government of Alberta
(GoA) which addresses public-facing GoA and third-party-hosted
sites provides the following direction for the management of social
media records: ‘‘A record of all substantive content (e.g., text,
images, video, and documents) posted by GoA employees or agents
to a GoA social media channel or other site and moderating activities
and response must be maintained by the Business Unit/Facility in the
ministry’s official recordkeeping system, as per GoA and the
ministry’s policies and processes for the management of electronic
records and media, and scheduled for retention/disposition.”36

The successful use of social media depends on creating an appropriate
balance between employee freedom to use social media, the business
benefits that will be derived from such use, compliance with applicable
legislation, and recognition of the imperative to manage social media content
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as an organizational record. The key to achieving that balance is a practical,
but comprehensive, social media policy which reflects an organization’s
culture and risk tolerance. Stakeholders from management, business units,
IT, Human Resources, Legal, and RIM should work together to draft a policy
that specifies requirements and expectations for participating in social media
to protect the organization, its employees, and other stakeholders such as
members of the public who post comments in response to the organization’s
social media posts.

A social media policy will typically address many topics. Topics with RIM
implications are highlighted below.

a) Approved social media platforms and uses: The policy will identify
the social media platforms that may be used and the types of
information that may be posted on each platform. Ideally, this
information will be compiled in a directory along with the name/handle
of each account and the name of the department/division/area
responsible for the account. An organization may also decide to
prohibit the use of certain features in a social media platform (e.g.,
the ability to republish comments from a third party, such as re-
tweeting, or the ability to ‘favorite’ a post on Twitter or ‘like’ a
comment on Facebook to avoid the perception of endorsing that
content). The policy will state whether any such prohibitions are in
effect. By knowing which social media platforms have been
approved for use, how they are being used, and the area of the
organization which is responsible for each social media account, a
RIM professional will be able to assist the organization in developing
and implementing a plan to manage the organization’s social media
records on each platform.

b) Ownership of social media content: The policy should address
content ownership from two perspectives. First, in terms of the
employer and employee relationship, the policy needs to clearly state
who owns a social media account. For example, if an organization
authorizes an employee to open a Twitter account for the organiza-
tion, will the account be in the employee’s name or the organization’s
name? Second, who owns the content posted in that account — the
employer or the employee? For content created and posted during
business hours, it is easy to assert that the organization owns the
content because it was created on the organization’s time and using
the organization’s resources. But what about content created after
hours? And who owns the content generated from activities
performed on the original content? For example, if an employee
uses Twitter for organization business and has a large number of
followers, do the followers belong to the organization or the employ-
ee? Having the answers to these questions enshrined in policy will
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be particularly helpful when the employees concerned leave the
organization.

In addition to these employer and employee considerations, there
may be issues with account ownership and access because public or
external social media tools like Facebook and YouTube are managed
by third party companies. When a third party is involved, concerns
can arise over ownership of the content and access to that content in
the event service is terminated or the platform is discontinued.
Accounts may be deactivated at an account holder’s request or they
may be disabled by the third party service. Some social media
platforms also allow accounts to be deleted.

c) Information that may be shared or deleted: The informal nature of
social media communication and the fact that it is not (usually) closely
monitored can produce a higher risk of legal liability. Therefore, the
policy should instruct employees on the type(s) of information that
they can share on social media. Addressing the content that can be
posted on social media can prevent a variety of mishaps including
preventing the inadvertent posting of confidential information, and
curtailing defamatory or otherwise inappropriate content.

In addition to controlling what is publishes, an organization also
needs a plan to manage the content that others will publish in
response to that content (e.g., comments in response to a posting
made by the organization). What will your organization do if
someone posts derogatory, inflammatory, discriminatory, vulgar,
rude, or factually incorrect comments? The College of Medical
Radiation Technologists of Ontario’s Social Media Terms of Use37 is
an excellent example of how one organization deals with inappropri-
ate postings on its social media channels.

d) Roles and responsibilities: Roles need to be clearly defined so
resources can be allocated to fulfill the various responsibilities
necessary for integrating social media into an organization’s daily
operations. Some of the content management roles and responsi-
bilities to be addressed in the policy include:

. Who will develop content?

. Who will review and approve content if content must be ap-
proved before it is posted?

. Who will monitor the posted content for ongoing accuracy and
relevance?

. If the public or other stakeholders can comment on the organi-
zation’s content, who will moderate the comments, respond to
them, and deal with any which are inappropriate or which
otherwise contravene the organization’s comment policy?
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In addition, roles and responsibilities need to be defined for managing
social media records. Specifically, who will capture the social media
records, ensure their secure storage, and manage their retention and
disposition?

The Social Media Communications Policy at the City of Reno, Nevada
(Appendix B) is a good example of a policy that clearly identifies many
different roles and responsibilities for managing the City’s social media
activities. That policy also clearly articulates RIM roles and responsi-
bilities for social media:

. Content developers are to keep electronic copies of all mes-
sages created for and distributed by the City on social media and
retain them in accordance with the City’s records retention
schedule. Messages posted to the City’s newsroom or news
blog will be archived automatically.

. Content developers are to use existing material from existing
websites or previously published documents when possible in-
stead of creating new material in social media sites.

. An employee who is deleting a comment or post is required to
first take a screen capture of it and send the screen capture to
the City’s Public Information Department for archiving.

The City of Reno’s requirement that content developers use existing
material whenever possible is particularly salient in terms of our next topic —
capture. It is much easier for an organization to manage data, information, or
records on its own website(s) than it is to manage posts on Twitter or any other
social media platform. By striving to keep original, unique information under
its direct control and posting — as much as possible — only duplicate
information on social media sites, such as in a blog or a Facebook post, an
organization will be in a better position to manage its social media content.

(b) A Multi-disciplinary Approach to Managing Social Media
Content

While it can be argued that public sector organizations have greater
awareness of the RIM implications of social media as compared to private or
not-for-profit sector organizations due to the legislated imperative to manage
and make government records accessible subject to allowed exemptions
under access to information/freedom of information laws, it is still a challenge
for any organization to balance controls inherent in good RIM practices with
the uncontrolled character of social media.

Consequently, developing and implementing a strategy to manage an
organization’s social media content is something that a RIM professional
should not attempt alone. Success in developing and implementing a strategy
to manage an organization’s social media records will only be achieved if a
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RIM professional seeks out and aligns with partners to ensure a holistic,
organizational perspective is taken.

As with records in other formats, a RIM professional should turn to the
other information governance stakeholders. As shown in Figure 5, those
stakeholders are the business, legal, IT, and privacy and security.

Figure 5 — Information Governance Reference Model38

Each of the information governance stakeholders can bring a unique
perspective to the development and implementation of the organization’s
social media strategy:

a) The Business: Representatives from the business will be instru-
mental in identifying the social media channels that are used and the
purposes for which they are being used. In addition, because the
strategy may call upon employees to participate in the identification
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and capture of the organization’s social media records, it is best to
involve them early in the process.

b) Legal: Legal counsel can identify the types of social media content
that the organization will need to be able to access in the event of
litigation or other legal situations and identify applicable legislated
requirements for managing the organization’s social media records.
Because social media content is ‘electronically stored information’
which is potentially discoverable, it is imperative that legal counsel is
confident that the strategy adequately addresses the requirements
and best practices for the admissibility of electronically stored
information.

c) IT: IT can identify technological options for social media capture, and
assess their appropriateness for the organization vis-à-vis its
computing infrastructure. Depending on the capture option(s)
deployed, IT may be need to perform (or at least support) the
capture so it is crucial that IT have a say in the selection of the
solution(s).

d) Privacy and Security: The organization’s Privacy Officer, Security
Officer or similar position(s) can help ensure the strategy will protect
personal, sensitive, and confidential information.

e) RIM: RIM can articulate best practices for managing social media
records, particularly the need to manage those records according to
the Generally Accepted Recordkeeping Principles1

39

which apply to
records in any format/media. Those principles are: accountability,
integrity, protection, compliance, availability, retention, disposition,
and transparency.

(4) Life Cycle Management of Social Media Content

RIM professionals know that every Tweet, blog post response, wiki
collaboration or other social media activity represents a potential record that
must be managed. They also know that failing to manage social media
content as a record poses risks to an organization such as non-compliance
with legislated or regulatory retention requirements, inability to locate and
produce records in response to access to information/freedom of information
or discovery requests, and not preserving a record of the corporate memory.
Therefore, an organization needs to develop and implement a plan to extend
RIM principles to manage the capture, storage, retention and disposition of the
social media content that constitutes an organizational record. Without such a
plan, an organization will be unable to identify, collect, store, and preserve its
organizational records in social media. Similarly, it will not be prepared to
leverage social media content as evidence if/as required.

The following sections discuss the capture, storage, and retention and
disposition of social media content:
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a) Capture means capturing the social media content which is a record.

b) Storage means securely storing social media records to ensure they
will be available and accessible when needed.

c) Retention and disposition means keeping social media records for as
long as they are needed and ensuring their disposition when they no
longer have value. Related topics include legal holds and the
identification and preservation of social media records of archival
value.

(a) Capture

Before an organization can capture social media content, it must decide
what it will capture. As suggested earlier, an organization should approach
the identification and capture of social media records in the same way that it
identifies and captures records in other formats or media types — that is, the
content and intent of the item will determine whether it is a record or not.

There are, however, several challenges to capturing social media records.

a) Social media content on third-party networks that are outside an
organization’s control

Most social media channels recognize that content ownership resides with
the poster of the content provided the poster has not broken any copyright
or intellectual property laws. However, while an organization owns its
social media content, the third-party network on which it resides can
prevent the organization from accessing its content. As shown in the
examples in Figure 5 below from some of the terms of service/use which
govern various social media platforms, the third-party that operates a
social media platform can take unilateral actions affecting an organiza-
tion’s access to its content and there are no guarantees regarding the
length of time during which content will remain on a platform.

b) Capture must be regular and routine.

Social media is dynamic and information may be taken up by others for
use and reuse. It is, therefore, important to ensure that an accurate and
authentic copy is captured and saved as a record. But more importantly,
that accurate and authentic copy must be captured in a timely manner
because there’s no guarantee it will remain available, even in the short
term as illustrated by the terms of service/use examples in Figure 6.
Ideally, a social media record should be captured at the time the social
media platform was used to publish, send, or receive record or as soon as
possible afterwards.

c) Links to embedded files or to other sites will, inevitably, break over
time.
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Figure 6 — Content Management Practices of Selected
Public or External Social Media Platforms

Social Media
Platform

Source Policy
(text bolded for emphasis)

Blogger Google
Terms of
Service40

‘‘Some of our Services allow you to upload,
submit, store, send or receive content. You
retain ownership of any intellectual
property rights that you hold in that
content. In short, what belongs to you
stays yours.”
‘‘We may review content to determine
whether it is illegal or violates our policies,
and we may remove or refuse to display
content that we reasonably believe violates
our policies or the law.”
‘‘We are constantly changing and improving
our Services. We may add or remove
functionalities or features and we may
suspend or stop a Service altogether.”
‘‘We believe that you own your data, and
preserving your access to such data is
important. If we discontinue a Service,
where reasonably possible, we will give
you reasonable advance notice and a
chance to remove information from that
Service.”

Facebook Data Policy41 ‘‘We store data for as long as it is
necessary to provide products and services
to you and others, including those described
above. Information associated with your
account will be kept until your account is
deleted, unless we no longer need the
data to provide products and services. ‘‘

Terms of
Service42

‘‘You own all of the content and infor-
mation you post on Facebook, and you
can control how it is shared through your
privacy and application settings.”
‘‘We respect other people’s rights, and
expect you to do the same.
1. You will not post content or take any

action on Facebook that infringes or
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Social Media
Platform

Source Policy
(text bolded for emphasis)

violates someone else’s rights or other-
wise violates the law.

2. We can remove any content or in-
formation youpost onFacebook if we
believe that it violates this Statement
or our policies.

3. We provide you with tools to help you
protect your intellectual property rights.
To learn more, visit our How to Report
Claims of Intellectual Property Infringe-
ment page.

4. If we remove your content for infringing
someone else’s copyright, and you
believewe removed it bymistake, wewill
provide you with an opportunity to
appeal.

Flickr Yahoo Cana-
da Terms of
Service43

‘‘Yahoo does not claim ownership of Content
you submit ormake available for inclusion on
the Service. However, with respect to
Content you submit or make available for
inclusion on publicly accessible areas of the
Service, you grant Yahoo the following
world-wide, royalty free and non-exclu-
sive license(s), as applicable . . . You
irrevocably waive any moral rights or
other rights with respect to attribution of
authorship or integrity in theContent you
submit.”
‘‘If you provide any information that is untrue,
inaccurate, not current or incomplete, or
Yahoo has reasonable grounds to suspect
that such information is untrue, inaccurate,
not current or incomplete, Yahoo has the
right to suspend or terminate your ac-
count and refuse any and all current or
future use of the Service (or any portion
thereof).”
‘‘You acknowledge that Yahoo does not pre-
screen Content, but that Yahoo and its
designees have the right (but not the
obligation) in their sole discretion to
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Social Media
Platform

Source Policy
(text bolded for emphasis)

refuse or move any Content that is
available via the Service. Without limiting
the foregoing, Yahoo and its designees shall
have the right to remove any Content that
violates the TOS or is otherwise objection-
able.”
‘‘You acknowledge that Yahoo may es-
tablish general practices and limits con-
cerning use of the Service, including
without limitation the maximum number
of days that email messages, message
board postings or other uploaded Con-
tent will be retained by the Service, the
maximum number of email messages that
may be sent from or received by an account
on the Service, the maximum size of any
email message that may be sent from or
received by an account on the Service, the
maximum disk space that will be allotted on
Yahoo’s servers on your behalf, and the
maximum number of times (and the max-
imum duration for which) you may access
the Service in a given period of time. You
agree that Yahoo has no responsibility or
liability for the deletion or failure to store
any messages and other communica-
tions or other Content maintained or
transmitted by the Service. You acknowl-
edge that Yahoo reserves the right to log off
accounts that are inactive for a certain period
of time as determined by Yahoo. You further
acknowledge that Yahoo reserves the right
to change these general practices and limits
at any time, in its sole discretion, with or
without notice.”

LinkedIn
(also for

SlideShare)

User
Agreement44

‘‘We are not obligated to publish any
information or content on our Service
and can remove it in our sole discretion,
with or without notice.”
‘‘We may change, suspend or end any
Service, or change and modify prices pro-
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Social Media
Platform

Source Policy
(text bolded for emphasis)

spectively in our discretion. To the extent
allowed under law, these changes may be
effective upon notice provided to you.
LinkedIn is not a storage service. You
agree that we have no obligation to store,
maintain or provide you a copy of any
content or information that you or others
provide, except to the extent required by
applicable law and as noted in Section 3.1 of
our Privacy Policy.”

Twitter Terms of
Service

‘‘We reserve the right at all times (but will not
have an obligation) to remove or refuse to
distribute anyContent on theServices, to
suspend or terminate users, and to re-
claim usernames without liability to you.”
‘‘The Services that Twitter provides are
always evolving and the form and nature of
the Services that Twitter provides may
change from time to time without prior notice
to you. In addition, Twitter may stop
(permanently or temporarily) providing the
Services (or any features within the Ser-
vices) to you or to users generally and may
not be able to provide you with prior notice.
Wealso retain the right to create limits on
use and storage at our sole discretion at
any time without prior notice to you.”

There are a lot of links in social media content — embedded files such as
PDFs and links to other websites. Links may become outdated because
the target content is moved or deleted, because of changes to domain
names or aliases, or because the links themselves are sometimes
temporary or dynamically generated. Because links on the Internet are
notorious for disappearing over time, a permanent link should be captured
whenever possible. Otherwise, the capture will become incomplete over
time, just as if an e-mail was saved without its attachment. More
importantly, an organization needs to consider whether it is sufficient to
only capture a posting containing a hyperlink, or whether it also needs to
capture the linked content as well.
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d) Will only content deemed ‘official’ be captured?

‘Official’ content is often defined as the content posted by the individuals
who are authorized to speak on behalf of an organization (e.g., the CEO, a
Communications Officer, a Product Marketing Manager, etc.). However, it
is likely that other employees will create social media content that
mentions the organization. For example, an employee may post a
LinkedIn update about a new service or product, a YouTube video of
employees participating in a charity event, a Tweet about the organiza-
tion’s annual meeting, or blog about working for the organization (even if
the organization isn’t named in the blog). The organization will, therefore,
need to determine whether it will capture only ‘official’ content or any and
all mentions of the organization in social media.

An organization also needs to determine whether comments on its social
media postings constitute ‘official’ records. For example, the City of
Kingston’s Social Media Policy states ‘‘For the most part, user comments
and messages posted to City of Kingston official social networking sites
are considered transitory records and will not be kept as a permanent
record by City of Kingston. By using City of Kingston Social Media, users
acknowledge and consent that their comments or messages may become
part of the public record and used in official City of Kingston documenta-
tion. It is at the City of Kingston’s sole discretion as to which comments will
be saved to form part of the City’s official business records.”45

There are also technological challenges to capturing social media records.
The Sedona Conference Primer on Social Media observes that there are
‘‘significant technical challenges” and evidentiary issues in preserving and
collecting social media because ‘‘social media data is often hosted remotely, is
dynamic and collaborative by nature, can include several data types, and is
meant to be accessed through unique interfaces.”46 The pros and cons of
several methods of capturing social media are presented in Figure 7. An
organization will need to select the option (or combination of options) which
best match the social media channels it uses, as well as its computing
infrastructure and budget.

Figure 7 — Options for Capturing Social Media Records
Note: Software product names are provided as examples for illustration

purposes. The inclusion of a product does not constitute endorsement by the
author or publisher.

Capture
Method

Software
(e.g.)

Pros Cons

Screen
capture -
manual47

Screen-
Shot

. Low-tech option

. Low-cost option

. Maintains the vi-

. Single point-in-time cap-
ture which must be re-
peated a periodic
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Capture
Method

Software
(e.g.)

Pros Cons

sual relationships
between data

intervals (e.g., set a pre-
determined date such as
the end of each month)

. A time-consuming, man-
ual processprone to error
or incomplete capture

. Unable to capture meta-
data, or maintain hyper-
links or relational
references between
pages

. Doesn’t work for all social
media content (e.g.)

o You can’t print a You-
Tube video or save it as a
PDF
o Some social media
channels (e.g., Facebook)
use an algorithm to display
the content they believe the
user is most interested in,
further compounding the
challenge of capturing com-
plete records
. The Sedona Conference

Primer on Social Media
provides the following
cautions about this cap-
ture method: ‘‘ that this
capture method: ‘‘. . .
simply printing out social
media site data could
result in an incomplete
and inaccurate data cap-
ture that is hard to
authenticate, except on
the basis of the personal
knowledge of a witness”
and ‘‘. . . social media
sites can contain data
and information, such as

39-28 Records and Information Management

September 2015 RIMRIM

Published as Chapter 39 in "Records and Information Management" (2015 Release #3, September 2015) 
Reprinted by permission of the publisher 

To subscribe go to www.carswell.com



Capture
Method

Software
(e.g.)

Pros Cons

video content, that can-
not be properly collected
in the form of static
images (i.e., screen
shots and .pdf
images).”48

Screen
capture
— auto-
mated49

Page-
Freezer

. Same as the
‘screen capture
— manual’ option
above plus the
benefit of auto-
mated capture

. Same as the ‘screen
capture — manual’ op-
tion above except the
deficiencies of manual
capture have been elimi-
nated

Video an
interac-
tive de-
monstra-

tion

. The visual record
of navigating the
site will demon-
strate the dy-
namic nature of
the information
and allow the
capture of non-
text information
such as videos

. Singe point-in-time cap-
ture

. Higher-tech option

. A time-consuming, man-
ual process

. Unable to capture meta-
data

Use a
feed pro-
vider

Gnip . Real-time cap-
ture

. Most feed provi-
ders support
many social
media channels

. Most feed provi-
ders can also
provide historical
data

. Higher-cost option

Use a
plug-in
for a par-
ticular
social
media
channel

Twitter
(e.g.)
TwIn-
box50

. Low-tech option

. Low-cost option

. Captured social
media records
can be exported
to a records re-
pository (e.g., an
ECM)

. Plug-ins are specific to
one social media channel
so an organization that
uses several channels
will need to use several
plug-ins (where avail-
able)
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Capture
Method

Software
(e.g.)

Pros Cons

Use the
social
media
chan-
nel’s

capture
function-

ality

Facebook
— down-
load your
informa-
tion51

Twitter —
download
your Twit-
ter ar-
chive52

. Low-tech option

. Low-cost option
. Varying amounts of data

captured by each social
media channel

. May not include metada-
ta

. Not every social media
channel an organization
uses may provide this
functionality

Use a
third-

party ap-
plication
program-
ming in-
terface
(API)

Smarsh53 . Real-time cap-
ture

. Most APIs sup-
port a wide range
of social media
channels so an
organization may
beable touseone
API to capture all
of its social media
content

. Higher-cost option

.

Use the
social
media
module
of an en-
terprise
content
manage-
ment
system
(ECM)

OpenText
Content
Server

. Depending on the
ECM, it may be
possible to post
content directly
from it to one of
theorganization’s
social media ac-
counts (e.g., Fa-
cebook)

. Higher-cost option

. An organization’s exist-
ing ECMmay not support
social media records
capture or an additional
product/module may
need to be purchased to
access this functionality

When planning their capture strategies, organizations can learn from the
experiences of several organizations that have completed (or are completing)
pilot projects to capture social media records. A few of those projects are
highlighted below.

. In the United Kingdom (U.K.), The National Archives and the Internet
Memory Foundation recently completed a pilot project54 to capture
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Tweets from U.K. Government Twitter accounts and videos from U.K.
Government YouTube accounts.55

. In the U.S., the Library of Congress’ project to make available to
researchers Twitter’s entire archive of Tweets from 2006 to 2010 has
been stalled for five years.56

. The state of North Carolina’s 2012 pilot project which provides
access to more than 55,000 social media records from selected
agencies in the state will eventually be expanded to include more
than 130 of the state’s social media websites.57

. Securities America, Inc., a financial brokerage with more than 1,700
financial professionals across the U.S. uses a third-party API to
capture social media content on Facebook, LinkedIn, and Twitter.58

(b) Storage

Once an organization has decided what social media content it will
capture and how, the organization needs to decide where to store the social
media records.

Like records in other formats, social media records are of limited value if
they are not organized and searchable. Consequently, the social media
records will need to be indexed using key identifiers such as subject or
keyword, user or author name, date, and content type. Ideally, social media
records will be indexed and tagged at the point of creation.

Security is another aspect of storage. The social media records need to
be stored securely and make available to authorized users if/when needed.

(c) Retention and Disposition

Organizations need to approach the retention of social media records in
the same way that retention is applied to records in other formats or locations.
Social media is a communication channel, not a type of record so that means
there’s no ‘one-size-fits-all’ answer with regard to how long social media
records should be kept. Organization should decide how long to keep a social
media record based on the content of the record and the value of that content
to the organization.

As with records in other formats or media types, an organization will likely
determine that some social media records are ‘transitory’ while others are
‘official’. Transitory records (e.g., a Tweet directing followers to a new press
release on the organization’s website) will be kept for a short period of time
while ‘official’ records will be kept for as long as they are needed to satisfy
business, financial, legal, and/or historical purposes. As stated earlier, some
of an organization’s social media content (e.g., a video of a keynote address)
will be a copy of a record that is kept within the organization. Those records
are already likely listed in the organization’s records retention schedule. In
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order to manage the retention of all social media records, it is recommended
that an organization map its social media records to its existing records
retention schedule and then develop retention periods for any social media
records not already covered.

Managing the retention of social media records will also require an
organization to establish processes for securely disposing of social media
records that no longer have value, for identifying and preserving social media
records that are also archival records, and for temporarily suspending the
scheduled disposition of social media records which are subject to litigation,
audit, or investigation.
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